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1. Executive Summary 

The purpose of this planning guide is to provide United States (U.S.) Federal Government agency 
leaders with practical and actionable guidance on how to successfully integrate Internet Protocol version 
6 (IPv6) throughout their enterprise. This guide has been updated from the original guide published in 
2009 to aid in understanding the Federal Governmentôs Internet Protocol version 6 (IPv6) history, vision, 
current goals, and deadlines. Based on the information found in this document, the Agency Chief 
Information Officer (CIO), IPv6 Transition Managers, Chief Enterprise Architects, and Chief Acquisition 
Officers (CAO) can assess their own agencyôs current IPv6 implementation progress and develop an 
agency-specific plan with detailed milestones to achieve the defined IPv6 goals for FY2012 and FY2014. 

1.1 Background 

To reduce the cost of providing services to increasing numbers of customers, and to increase the variety 
of services, businesses have embraced the Internet and the social and Web services that exist on it. The 
current Internet is a commercialization of a U.S.-funded DARPA project that began in 1960ôs with the 
accompanying technological leadership, humanitarian, and economic benefit to the United States and 
the world. 

In the mid to late 1990s, after thirty years of the meteoric growth of users and applications on the 
Internet, a major technology refresh was being developed and deployed for the underlying 
communications technology of the Internet and the World Wide Web (www). This includes high-speed 
fiber optic communications links with dense wave division multiplexing (DWDM), giving a data carrying 
speed of over one terabit per second (1 Tbsp.) per fiber and over 70-150 Tbsp. per fiber cable on a 
single communications hop. Terabit and petabit routers and switches are being deployed to route, switch 
and terminate these packets into large virtualized data centers and high speed consumer, business, and 
government networks and exchanges. These systems are capable of handling hundreds of millions to 
billions of devices and packet streams now and in the foreseeable future. Currently, the number of 
wireless devices connected to these networks has exceeded 1 billion handsets. 

In the same timeframe, the Internet community, in cooperation with U.S. and other governments, began 
developing the required protocol components of the Next 
Generation (Internet) Network (NextGen), IPv6. The high 
performance infrastructure is being deployed very aggressively to 
meet data and mobile computing requirements, while the 
deployment of the required IPv6 protocols has not kept pace. For 
this Next Generation ñSuperò Internet to operate effectively and 
reliably, the communications systems must be deployed with the 
IPv6 protocol developed for them. The current Internet has 
brought tremendous humanitarian, open government and 
economic benefit, and it is in the best interests of the United 
States to continue this growth and to expand these systems with 
their increased benefits.  

The current Internet is a hybrid IPv4/IPv6 network with growing IPv6 traffic which will be interconnecting 
the USG with citizens and business partners worldwide. Agencies not only need to meet the 2012 and 
2014 deadlines, but they need to be able to leverage IPv6 protocol capabilities and ensure compatibility 
with new Internet services. 

ñThe US leadership is exemplary in 
this global undertaking. This is the 
first upgrade of the Internet and most 
probably the last one for decades to 
come. So, letôs get it right. ò  

Latif Ladid 
IPv6 Forum President 
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1.2 Benefits 

The IPv6 protocol is the enabler of ultra-high performance networks which reduces the costs of 
interconnecting Web and information services with their customers, increasing the territory that can be 
served. The benefits of IPv6 include: 

Á Improves government operations for: 

ï Streamlining services for more citizens and citizen groups 

ï Improving of both the quality and delivery of Education and Healthcare in all areas of the 
country 

ï Fostering environmental and energy monitoring and control 

Á Increases economic activity and increases jobs for urban and rural areas 

Á Supports remote and mobile offices and telework sites 

Á Fosters high speed equal Internet access for all 

Á Supports Continuity of Operations (COOP) for agencies. 

Some Federal initiatives supported include: 

Á ñCloud Firstò policy for secured Cloud Computing 

Á Federal Data Center Consolidation Initiative 

Á Transparent Government 

Á Digital Government Strategy 

1.3 Guidance 

In fostering these policies and benefits, on September 28, 2010, 
the Office of the Federal Chief Information Officer issued a 
ñMemorandum for Chief Information Officers of Executive 
Departments and Agencies,ò titled ñTransition to IPv6,ò which 
detailed the Federal Governmentôs commitment to the 
operational deployment and use of IPv6. The memo states that 
OMB will work with the National Institute of Standards and 
Technology (NIST) to continue the evolution and 
implementation of the USGv6 Profile and Testing Program and 
provides guidance and deliverables agencies are required to 
achieve.  

1.4 Our Business Situation 

Action is needed by the U.S. government in order to retain our 
nationôs technical and market leadership in the Internet sector 
and to expand and improve services for Americaôs citizens. 
There has already been significant progress by foreign 
governments in attempting to reap the advantages of early IPv6 
deployment, including: 

Á The European Commission  

ï i2010 initiative, an action plan to see IPv6 widely deployed in Europe by 2010. 

An Issue of Business Continuity 

"The technical stuff for IPv6 is done. 
IPv6 is ready. This is a business 
issue in the Internet service industry. 
The ISP community round the world 
needs to pay attentionéThey are 
persisting in the ónobody is asking for 
thisô mentality. They are not valuing 
business continuity as they should. 
When they finally wake up, there is 
going to be a mad scramble for IPv6 
and they won't implement it 
properly.ò 

Vinton Cerf, September 30, 2008 
interview with ñThe Times Online.ò 

Vinton ñVintò Cerf is an American 
computer scientist who is the person 
most often called ñthe father of the 
Internet.ò His contributions have 
been recognized repeatedly, with 
honorary degrees and awards that 
include the National Medal of 
Technology, the Turing Award, and 
the Presidential Medal of Freedom. 
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Á Australia 

ï A Strategy for the Implementation of IPv6 in Australian Government Agencies - July 2009 

Á Peoples Republic of China 

ï Next Generation Internet project (CNGI), is a five-year plan with the objective of cornering a 
significant proportion of the Internet space by implementing IPv6 early. China showcased 
CNGI and its IPv6 network infrastructure at the 2008 Olympics in Beijing, using IPv6 to network 
everything from security cameras and taxis, to the Olympic eventsô cameras.  

Á Hong Kong 

ï HK Govt implements IPv6 

Á India 

ï The Government of India, Ministry of Communications and Information Technology, 
Department of Telecommunicationôs IPv6 Deployment Road Map, includes policy for: 

Á All major service providers (having at least 10,000 Internet customers or STM-1 
bandwidth) will target to handle IPv6 traffic and offer IPv6 services by December 2011. 

Á All central and State government ministries and departments, including its PSUs, shall 
start using IPv6 services by March 2012. 

Á Indonesia 

ï IPv6 Development Updates in Indonesia Working on Building Awareness of IPv6 -  Published 
by Indonesia IPv6 Task-Force 

Á Japan 

ï Overview Report: Study Group on Internet's Smooth Transition to IPv6 (Tentative Translation)
 - Issued by the Ministry of Internal Affairs and Communications (MIC), Japan, June 2008 

ï Report: Study Group on Internet's Smooth Transition to IPv6 (Tentative Translation) - Issued 
by the Ministry of Internal Affairs and Communications (MIC), Japan, June 2008 

Á Korea 

ï IPv6 Deployment in Korea - by Mr. Park, Syung-Kyoo, National Internet Development 
Agency of Korea (NIDA), September 2008 

Á Malaysia 

ï Moving The Nation TowardsIPv6-Enabled by 2010: Policy and Regulatory Matters - Issued 
by the Malaysian Communications and Multimedia Commission, Malaysia, November 2007 

Á Singapore 

ï Singapore Internet Protocol Version 6 (IPv6) Profile, 2 Jan 2012 

ï Information Paper: Internet Protocol version 6 Phase 2 Transition Plans for Singapore, April 
2011  - Issued by the Info-Communications Development Authority (iDA), Singapore 

ï Report for iDA, IPv6 adoption guide for Singapore, 15 March 2011 - Published by Analysis 
Mason and Tech Mahindra 

ï Information Paper: Internet Protocol version 6 Transition Plans for Singapore, June 2006 - 
Issued by the Info-Communications Development Authority (iDA), Singapore 

Á Taiwan 

ï Taiwan IPv6 Deployment Current Status - by Sheng-Wei Kuo, Taiwan Network and 
Information Center (TWNIC), February, 2008 

http://www.finance.gov.au/e-government/infrastructure/docs/Endorsed_Strategy_for_the_Transition_to_IPv6_for_Australian_Government_agencies.pdf
http://hkgcio.blogspot.com/2010/01/hk-govt-implements-ipv6.html
http://www.ipv6.org.tw/summit2008/doc/2-3-5.pdf
http://www.soumu.go.jp/joho_tsusin/eng/pdf/080617_2.pdf
http://www.soumu.go.jp/joho_tsusin/eng/pdf/080617_2.pdf
http://www.soumu.go.jp/joho_tsusin/eng/pdf/080617_1.pdf
http://www.ipv6.org.tw/summit2008/doc/2-2-1.pdf
http://www.ktak.gov.my/system/uploaded/files/ipv6_sp4.ppt
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/20060424161505/IDARSIPv6.pdf
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/20060928171439/IPv6%20Public%20Update%20Paper%202011.pdf
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/20060928171439/IPv6%20Public%20Update%20Paper%202011.pdf
http://www.google.com/url?sa=t&source=web&cd=1&ved=0CBUQFjAA&url=http%3A%2F%2Fwww.ida.gov.sg%2Fimages%2Fcontent%2FTechnology%2FTechnology_Level1%2Fipv6%2Fdownload%2FIPv6AdoptionGuideforSingapore.pdf&rct=j&q=IPv6%20Adoption%20Guide%20for%20Singapore&ei=Y65RTvKNIuSAmQXkkZzUBg&usg=AFQjCNFWBLQAr8rwijGbO4lTTut_IRKxsA&cad=rja
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/white_papers/p-IPv6_white_paper_v2__posted_.pdf
http://www.ap-ipv6tf.org/meetings/summit2008/CII3.pdf
http://www.finance.gov.au/e-government/infrastructure/docs/Endorsed_Strategy_for_the_Transition_to_IPv6_for_Australian_Government_agencies.pdf
http://hkgcio.blogspot.com/2010/01/hk-govt-implements-ipv6.html
http://www.ipv6.org.tw/summit2008/doc/2-3-5.pdf
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IPv6 provides valuable benefits to agencies by facilitating an improvement in operational efficiencies and 
citizen services. Many of these benefits will not be realized until running IPv6 natively. Examples of IPv6 
benefits include: 

Á Addressing and Routing: IPv6ôs extremely large address space enables global connectivity to 
many more electronic devicesðmobile phones, laptops, in-vehicle computers, televisions, 
cameras, building sensors, medical devices, etc. 

Á Security: IPv6ôs security, when enabled and configured with the appropriate key infrastructure, 
comes in the form of IPsec, which allows authentication, encryption, and integrity protection at the 
network layer. 

Á Address Auto-Configuration: IPv6 address auto-configuration enables simple devices to achieve 
out of the box plug-and-play network access that is the key to self-organizing networks. 

Á Support for Mobile Devices: IPv6-enabled applications can benefit from seamless mobility. The 
mobility comes in the form of Mobile IPv6, which allows devices to roam among different networks 
without losing their network connectivity. 

Á Peer-to-Peer (P2P) Communication Tools that Can Improve Interagency Collaboration: True 
end-to-end connectivity, enabled by the IPv6 address space and elimination of private network 
addresses, will allow the optimization of media-streaming applications. This will allow timely video 
feeds and quality-rich information to be easily distributed to millions of locations. 

IPv6 supports an integrated, well-architected platform with all the aforementioned benefits, as well as 
headroom for future growth and enhancement.  

However, in order to realize the benefits offered by IPv6, it is important that the Federal Government 
continue the process of architecting and deploying secure IPv6-enabled network services. 

The adoption of several technology solutions, Classless Inter-Domain Routing (CIDR) addressing, 
Network Address Translation (NAT), and Port Address Translation (PAT), all helped extend the life-span 
and availability of IPv4. While some Federal agencies may have enough IPv4 space allocated to support 
their needs for the foreseeable future, the Internet Assigned Numbers Authority (IANA) address pool 
was exhausted in January 2011, and several Regional Internet Registries (RIR) exhausted their 
allocations in April 2011. The remaining RIR expect exhaustion within the next two years.  

Demand levels for addresses continue to accelerate due to rapid population growth; mass-market 
broadband deployment; the demand for globally unique addresses for applications such as Voice over 
IP (VoIP); the addition of network addressable devices such as mobile phones and sensors to the 
Internet, and continuing adoption of cloud computing. One of the main advantages of IPv6 is that it re-
establishes the P2P connection that was difficult in IPv4 due to Network Address Translation (NAT). 
IPv6 greatly simplifies the deployment of the next generation of the Internet services and technologies, 
sometimes called the ñInternet of Things,ò providing the ñplug and playò experience. 

It is important to note that without a concentrated effort by Federal agencies to effectively and efficiently 
deploy secure IPv6 network services, the U.S. governmentôs technical advancement and ability to meet 
its mission needs will be critically impacted.  

2. Contributors 

This guide was produced by a team of dedicated individuals led by the Federal IPv6 Working Group of 
the Technology Infrastructure Sub-Committee (TIS). The TIS is a formally chartered sub-organization of 
the Strategy and Planning Committee (SPC) of the Federal Chief Information Officer (CIO) Council. The 
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E-Government Act of 2002 authorizes the Federal CIO Council. This guide was developed in conjunction 
with the American Council for Technology/Industry Advisory Council. 

The following SPC and TIS leadership members and OMB staff were responsible for the development of 
this guide: 

Name Roles Title Organization 

Simon Szykman Co-Chair , Strategy and 
Planning Committee (SPC) 

CIO Department of Commerce (DoC) 

Linda Cureton Co-Chair, SPC CIO NASA 

Roberta Stempfley 
Co-Chair, Technology 
Infrastructure Subcommittee 
(TIS) 

Deputy Assistant 
Secretary, National 
Protection & Programs 
Directorate 

Department of Homeland Security 
(DHS) 

Charles Romine 
Co-Chair, Technology 
Infrastructure Subcommittee 
(TIS) 

Director ITL Department of Commerce (DoC), 
National Institute of Standards and 
Technology, Information 
Technology Laboratory 

Peter Tseronis Chair, Federal IPv6 Task 
Force 

Chief Technology 
Officer 

Department of Energy (DoE) 

Bobby Flaim 
Co-Chair, Federal IPv6 Task 
Force 

Supervisory Special 
Agent 

Department of Justice (DoJ), 
Federal Bureau of Investigations 
(FBI)  

Carol Bales Executive Sponsor Lead Policy Analyst Executive Office of the President 
(EoP) Office of Management and 
Budget 

 

 The following persons were primary contributors to developing this guide: 

Name Roles Title Organization 

Chris Chroniger Chair ï ACT-IAC 
IPv6 Working Group 

Chief Technology Officer 
Acentia  

Jane Coffin Key Contributor Policy Analyst Department of Commerce 
(DoC) 

Dale Geesey Key Contributor Chief Operating Officer Auspex Technologies 

John L. Lee Key Contributor Chief Technology Officer Internet Associates LLC 

Kenny Burroughs Key Contributor Managing Director Internet Associates LLC 

Barry Chapman Key Contributors Solutions Architect Acentia  

Ralph Wallace Key Contributor Executive Vice President of Operations White Oak Consulting 

Doug Montgomery Key Contributor Manager, Internetworking Technologies 
Research Group 

Department of Commerce 
(DoC) NIST 

Stephen 
Nightingale 

Key Contributor Senior Computer Scientist  Department of Commerce 
(DoC) NIST 

Ron Broersma Key Contributor Chief Engineer Department of Defense (DoD) 
DREN 

Tim Owen Key Contributor Chief Engineer Secure Mission Solutions 

TJ Evans Key Contributor Director, Network Engineering Nephos6 

Bill Kyburz Key Contributor Senior Director, Business Development General Dynamics 
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In addition, the following individuals supported the development of this document. 

Name Organization 

Steven Pirzchalski Department of Veterans Affairs (VA) 

Silvia Brugge Acentia  

Kafi Johnson Acentia  

Frank Troy Troy Networks, Inc. 

3. Federal Transition Initiatives 

Early initiatives led by the U.S. Department of Defense (DoD) and the Office of Management and Budget 
(OMB) stakeholders drove agencies to demonstrate progress in areas of standardization and 
testing/certification to prepare for eventual government-wide IPv6 integration and transition. 

3.1 OMB Guidance 

3.1.1 OMB September 2010 Memorandum 

On September 28, 2010, the Federal Chief Information Officer issued a Memorandum For Chief 
Information Officers of Executive Departments and Agencies titled ñTransition to IPv6ò 
(http://www.cio.gov/documents/IPv6memofinal.pdf), stating that the Federal Government is committed to 
the operational deployment and use of Internet Protocol version 6 (IPv6). The memo describes specific 
steps for agencies to take to expedite the operational deployment and use of IPv6. It went on to explain 
that the Federal Government must transition to IPv6 in order to:  

Á Enable the successful deployment and expansion of key Federal Information Technology (IT) 
modernization initiatives, such as Cloud Computing, Broadband, and SmartGrid, which rely on 
robust, scalable Internet networks. 

Á Reduce complexity and increase transparency of Internet 
services by eliminating the architectural need to rely on 
Network Address Translation (NAT) technologies.  

Á Enable ubiquitous security services for end-to-end 
network communications that will serve as the foundation 
for securing future Federal IT systems. 

Á Enable the Internet to continue to operate efficiently 
through an integrated, well-architected networking 
platform and to accommodate the future expansion of 
Internet-based services.  

In order to facilitate timely and effective IPv6 adoption, agencies 
were asked to:  

Á Upgrade public/external facing servers and services (e.g. 
Web, email, DNS, ISP services, etc.) to operationally use 
native IPv6 by the end of FY 2012. 

Á Upgrade internal client applications that communicate with 
public Internet servers and supporting enterprise networks 
to operationally use native IPv6 by the end of FY 2014. 

Á Designate an IPv6 Transition Manager and submit his or 
her name, title, and contact information to 

ñTransitioning to IPv6 is a critical 
journey that must begin today for the 
U.S. Government and Industry 
before the exhaustion of the current 
IPv4 address space, to assist with 
the restoration of the Internet End2-
End model, and an important 
technical optimization for Next 
Generation Networks technology 
such as Voice Over IP (VOIP), 
Always Connected Seamless 
Network Mobility, IPTV, and Cloud 
services for ubiquitous mobile 
devices." 

Jim Bound 
CTO, IPv6 Forum Chair North 

American IPv6 Task Force (NAv6TF) 

http://www.cio.gov/documents/IPv6memofinal.pdf
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IPv6@omb.eop.gov by October 30, 2010. The IPv6 Transition Manager is to serve as the person 
responsible for leading the agencyôs IPv6 transition activities and will liaison with the wider Federal 
IPv6 effort as necessary. 

Á Ensure agency procurements of networked IT comply with FAR requirements for use of the USGv6 
Profile and Test Program for the completeness and quality of their IPv6 capabilities.  

To facilitate the Federal Governmentôs adoption of IPv6, OMB will work with the National Institute of 
Standards and Technology (NIST) to continue the evolution and implementation of the USGv6 Profile 
and Testing Program. This Program provides the technical basis for expressing requirements for IPv6 
technologies and tests commercial productsô support 
of corresponding capabilities. 

NIST has implemented a Website deployment 
monitor to track the status of the 2012 Mandate 
goals. This Website is available at: http://usgv6-
deploymon.antd.nist.gov/cgi-bin/generate-gov. 
Figure 1 is a partial sample from the Website for 
September 2011. 

Transition Managers are advised to check the 
deployment monitor to verify the accuracy of their list 
of Websites, domains, and mail services that are 
being monitored. 

3.1.2 Agency Transition Plans 

All Federal Government agency leaders were asked 
to complete an IPv6 Transition Plan, based on a 
template provided by OMB, by April 2011 to:  

Á Upgrade public/external facing servers and services (e.g. Web, email, DNS, ISP services, etc.) to 
operationally use native IPv6 by the end of Fiscal Year 2012. 

Á Upgrade internal client applications that communicate with public Internet servers and supporting 
enterprise networks to operationally use native IPv6 by the end of Fiscal Year 2014.  

3.1.3 OMB Memorandum MȤ05Ȥ22 

OMB Memorandum M-05-22, issued August 2, 2005, laid the groundwork for the early stages of 
integration by requiring Federal agencies, specifically agency CIOs, to confirm that agencies had 
successfully demonstrated IPv6 capability over IP backbone networks and reported by June 30, 2008. 
The memo, broadly circulated among government and industry, specified the critical timeline in which 
IPv6 readiness had to be satisfactorily demonstrated across the Federal Government. A copy of the 
OMB Memorandum M-05-22 is available online at 
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf. 

The Memorandum also directed NIST to develop the technical infrastructure (standards and testing) 
necessary to support wide-scale adoption of IPv6 in the U.S. government. In response, NIST developed 
a technical standards profile for USG acquisition of IPv6 hosts, routers and network protection devices. 
Use of the NIST technical standards and testing for USG Acquisition is codified in the FAR. 

 

Figure 1. View of IPv6 Deployment Monitor  

http://usgv6-deploymon.antd.nist.gov/cgi-bin/generate-gov
http://usgv6-deploymon.antd.nist.gov/cgi-bin/generate-gov
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf
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3.2 IPv6 Federal Acquisition Regulations (FAR) 

DoD, GSA, and NASA published a proposed rule in the Federal Register at 71 FR 50011, August 24, 
2006, to amend the FAR to ensure that all new IT acquisitions using Internet Protocol are IPv6 
compliant. The Civilian Agency Acquisition Council and the Defense Acquisition Regulations Council 
(Councils) issued a final rule amending the FAR to require that IPv6-compliant products be included in 
all new IT acquisitions using Internet Protocol effective December 10, 2009. 

3.2.1 Current Applicable FAR Previsions 

FAR 7.105(b)(4) 

(iii) For information technology acquisitions using Internet Protocol, discuss whether the requirements 
documents include the Internet Protocol compliance requirements specified in 11.002(g) or a waiver of 
these requirements has been granted by the agencyôs Chief Information Officer.  

FAR 11.002(g) 

(g) Unless the agency Chief Information Officer waives the requirement, when acquiring information 
technology using Internet Protocol, the requirements documents must include reference to the 
appropriate technical capabilities defined in the USGv6 Profile (NIST Special Publication 500-267) and 
the corresponding declarations of conformance defined in the USGv6 Test Program. The applicability of 
IPv6 to agency networks, infrastructure, and applications specific to individual acquisitions will be in 
accordance with standards identified in the agencyôs Enterprise Architecture (see OMB Memorandum M-
05-22 dated August 2, 2005). 

FAR 12.202(e) 

(e) When acquiring information technology using Internet Protocol, agencies must include the 
appropriate Internet Protocol compliance requirements in accordance with 11.002(g). 

FAR 39.101(e) 

(e) When acquiring information technology using Internet Protocol, agencies must include the 
appropriate Internet Protocol compliance requirements in accordance with 11.002(g).  

3.2.2 Acquisition Guidance 

It is detailed in the FAR that agency acquisition processes will be modified to include detailing of 
required IPv6 capabilities as defined by USGv6 Profile (NIST Special Publication 500-267) and the 
corresponding declarations of conformance defined in the USGv6 Test Program. These processes and 
procedures also need to address procurement of services as well as products. 

The acquisition of IPv4/IPv6-based network infrastructure is a collaborative effort between technical and 
acquisition resources, and between financial and mission management. It is recommended that cross-
functional teams be empaneled to develop agency-specific processes and procedures addressing their 
requirements that can be updated over time, as appropriate. These services specifications are not 
limited to ISP services. They may also include access methods for provision of application services, 
including cloud provision. 

3.2.2.1 Background 

During the late 1980s, the Public Switched Telephone Network migrated from analog to digital 
technology utilizing a series of technical specifications and protocols labeled Integrated Services Digital 
Network (ISDN). This process included a large number of protocols and configuration options that were 
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not standardized until mid-way through the deployment, which hampered service and product 
development, acceptance, and use for years. During the initial analysis of the Next Generation Network 
Protocol, it was determined that IPv6 would not be backwards compatible with IPv4. This action 
spawned a collection of IPv6 protocols that would replace their existing IPv4 counterparts. This meant 
that extensive testing would need to be done in all areas of the network, including standard network and 
end user devices features and functions and how they interoperate.  

Government and industry experts developed various IPv6 test and interoperability networks, protocol 
test and certification methods, as well as a minimum set of standard IPv6 protocols and well known 
options that support IPv6 network operations. The Defense Research and Engineering Network (DREN) 
was tasked with being the initial USG IPv6 test and evaluation network prior to wider adoption by other 
parts of the government. Networking experts at NIST had been following IPv6 protocol developments. 
As part of the initial OMB mandate, they developed both standard product profiles and test and 
certification processes for USG deployment to avoid the past ISDN deployment issues.  

3.2.2.2 Equipment Profiles 

Three types of network attached devices (sets of functions or capabilities) were defined routers, end 
user, and network protection devices. If the device routes packets (whether it is a router or a server with 
multiple interfaces that is running a routing application), then it is a router. If the device is not a router but 
is used to protect the network, servers, or other devices, then it is a network protection device. 
Everything else is an end user device. 

3.2.2.3 Example Case  

Organizations with large networks usually develop a standard set of router and switch configurations to 
deploy across their networks in order to improve service and reduce maintenance costs. As an example, 
suppose an organization has two sizes of field offices, a regional office, data centers, and headquarters. 
The smaller field offices have 16/24 port routers with T1 interfaces, while the larger field offices have the 
same 16/24/32 port routers with fractional T3 (Frac T3) circuits that terminate at the closest regional 
office. Regional offices connect to at least two of the data centers with OC-3c connections, and 
headquarters also connects to at least two data centers with multiple OC-3c connections. The data 
centers are the gateways to the Internet and other networks are interconnected to each other by 
fractional OC-48(c) connections. If the offices are connected to a service provider network, then the 
organizationôs routers and switches would be connected by GigE to the service providerôs routers that 
would terminate these circuits. 

This sample organization is looking to replace T1 and Frac T3 point-to-point circuits with service provider 
based MPLS/VPN ñcloudò connections. During the last two tech refresh cycles, all router control and 
switching hardware was upgraded to the latest firmware supporting version 2.0 of production IPv6 code, 
memory upgrades were made to higher capacity chips, and all router and switch OSôs were brought up 
to latest tested, secured production release. This network has a two router vendor policy with mixed 
devices in the field and one of each at the data centers and headquarters.  

As this organization goes out to add new field offices and to enhance backbone interconnectivity, these 
purchases will fall under the new FAR regulations on IPv6 compliance and support. They build a project 
team consisting of Network Engineering and Operations, Server support, IT, and procurement. They 
contact their two well-known router vendors and request any Supplier's Declaration of Conformity 
(SDOC)s on any existing or new equipment. Network Engineering and Operations personnel dump 
router configurations, firewall logs and protocol dumps of major links identifying all protocols on the 
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network. Server support identifies all higher layer application protocols. Network Engineering confirms 
that: (1) their Interior Gateway Router Protocol, the router to router protocol used within the Agencies 
network, is IS-IS; and (2) the Exterior Gateway Router Protocol, the router to router protocol that is used 
to advertise the Agencies prefixes to the rest of the Internet, is BGP4.  

The network engineering and server support groups have some unresolved questions on IPv6 link layer 
protocols and their potential interaction with IPv4 in a dual-stacked environment. This is a small agency 
without the need of a full-time test lab, so through an earlier formal agreement with a sister agency, they 
run a shared network test lab as they also have some common router configurations. Both service 
providers who are vying for the MPLS service contract have IPv6 test and integration labs that for a 
small fee can also be used for IPv6 testing. 

The two agenciesô procurement groups communicate on issues of common interest. It was discovered 
that the sister agency has already filled out the IPv6 profile, which was added to the existing standard 
IPv4 router requirements profile they had been using to purchase for several years. 

A wider discussion of the relative responsibilities of procurement departments and Offices of the CIO is 
given in the USGv6 Buyers Guide at http://www.antd.nist.gov/usgv6/BuyersGuide.html. For a summary 
of the relevant amendments, refer to http://edocket.access.gpo.gov/2009/pdf/E9-28931.pdf. To review 
these amendments in their full context, refer to https://www.acquisition.gov/far/index.html. 

http://www.antd.nist.gov/usgv6/BuyersGuide.html
http://edocket.access.gpo.gov/2009/pdf/E9-28931.pdf
https://www.acquisition.gov/far/index.html
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3.3 Federal IPv6 Task Force  

 
Figure 2. Federal IPv6 Governance Framework 

In order to provide better guidance and coordination, the Federal IPv6 Task Force was established to 
help guide agencies through the IPv6 transition process. Figure 2 depicts the Federal IPv6 Governance 
Framework. 

3.4 Sample Agency Timelines 

3.4.1 Sample Federal Agency Execution Timeline 

The IPv6 Outreach Sub-Working Group, described in section 3.6.2, prepared a sample execution 
timeline for agencies in meeting the OMB-directed IPv6 transition milestones. The first timeline, shown in 
Figure 3 describes the 2012 milestones. 
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Sample Agency IPv6 Execution Timeline 
2012 Public Facing Execution 

Key Stakeholders  
(External) 

Milestone 

1 2 3 4 5 6 7 8 

0
6

/1
1 

1
2

/1
1 

0
6

/1
2 

1
2

/1
2 

0
6

/1
3 

1
2

/1
3 

0
6

/1
4 

1
2

/1
4 

Network Connectivity 

Internet Gateway 1 IPv6 Enabled 

Networx or Other Carriers 
(ISP) 

        

Internet Gateway 2 IPv6 Enabled         

Internet Gateway 3 IPv6 Enabled         

Internet Gateway 4 IPv6 Enabled         

Addressing 

ISP Provided IPv6 Addresses Networx or Other Carriers 
(ISP) ARIN 

        

Announce Agency         

Routing 

Basic IPv6 Routing 

Networx or Other Carriers 
(ISP) Routing Vendors 

        

IPv6 BGP Routing Gateway 1         

IPv6 BGP Routing Gateway 2         

IPv6 BGP Routing Gateway 3         

IPv6 BGP Routing Gateway 4         

IPv6 Multi-home Routing         

Domain Name Services (DNS) 

ns1 IPv6 Enabled 

GSA (.gov) DNS Providers 

        

ns2 IPv6 Enabled         

Ns3 IPv6 Enabled         

ns4 IPv6 Enabled         

Primary Agency Domain (www.agency.com) 

Phase 1 Cloud/Hosting Providers 
Web Vendors 

        

Phase 2         

Mail 

Inbound SMTP IPv6 Enabled Cloud Hosting Providers 
SMTP/Mail Security 
Vendors 

        

Outbound SMTP IPv6 Enabled 
        

Security 

DMZ Basic IPv6 Security MTIPS/TICAP Providers 
SMTP/Mail Security 
Vendors 

        

DMZ Comparable IPv6 Security         

Full IPv6 Security         

Network Management 

Basic IPv6 Network Management 
Network Management 
Vendors 

        

Comparable IPv6 Network Management         

Full IPv6 Network Management         

Public Facing Domains 

1 Public Facing Domain IPv6 Enabled 
Cloud/Hosting Providers 
Web Vendors 

        

35% Public Facing Domains IPv6 Enabled         

100% Public Facing Domains IPv6 Enabled         

Pilots 

Mission Pilots Impacted 
Vendors/Providers 

        

Legend:  In Progress:   Completed:  
Figure 3. Timeline for 2012 Milestones 
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The second timeline, shown in Figure 4 describes the 2014 milestones. Note that the 2014 timeline 
builds upon the 2012 milestones. 

Sample Agency IPv6 Execution Timeline 
2014 Enterprise Network Execution 

Key Stakeholders  
(External) 

Milestone 

1 2 3 4 5 6 7 8 

0
6

/1
1 

1
2

/1
1 

0
6

/1
2 

1
2

/1
2 

0
6

/1
3 

1
2

/1
3 

0
6

/1
4 

1
2

/1
4 

Network Connectivity 

Core/Backbone Network 

Networx or Other Carriers 
Routers Vendors 

        

Infrastructure Routers 25%         

Infrastructure Routers 50%         

Infrastructure Routers 100%         

Addressing 

Internal IPv6 Addresses Allocated 

ARIN  
DCHPv6 Vendors 

        

DHCPv6 Enabled 25%         

DHCPv6 Enabled 50%         

DHCPv6 Enabled 100%         

Routing 

Core/Backbone Network Routing 

Networx or Other Carriers  
Router Vendors 

        

Infrastructure Routing 25%         

Infrastructure Routing 50%         

Infrastructure Routing 100%         

Domain Name Services (DNS) 

Internal DNS IPv6 Enables DNS Vendors         

Data Centers 

Data Center 1 IPv6 Enabled Networx or Other Carriers  
Router Vendors 
IT Vendors 
Service Providers 

        

Data Center 2 IPv6 Enabled         

Data Center 3 IPv6 Enabled         

Data Center 4 IPv6 Enabled         

Mail 

Exchange IPv6 Enabled Mail Vendors         

Internal Applications and Services 

IPv6 Enabled Apps and Services 25% 
Application Vendors  
Service Providers 
IT Vendors 

        

IPv6 Enabled Apps and Services 50%         

IPv6 Enabled Apps and Services 75%         

IPv6 Enabled Apps and Services 100%         

End Device Transition 

Internal Servers IPv6 Enabled 25% 
Server and OS Vendors 
Virtualization Vendors 
IT Vendors 

        

Internal Servers IPv6 Enabled 50%         

Internal Servers IPv6 Enabled 75%         

Internal Servers IPv6 Enabled 100%         

User Computers IPv6 Enabled 25% 

Laptop/Desktop and OS 
Vendors 

        

User Computers IPv6 Enabled 50%         

User Computers IPv6 Enabled 75%         

User Computers IPv6 Enabled 100%         

PDA/Mobile Devices IPv6 Enabled 25% 

PDA Vendors 

        

PDA/Mobile Devices IPv6 Enabled 50%         

PDA/Mobile Devices IPv6 Enabled 75%         

PDA/Mobile Devices IPv6 Enabled 100%         
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Sample Agency IPv6 Execution Timeline 
2014 Enterprise Network Execution 

Key Stakeholders  
(External) 

Milestone 

1 2 3 4 5 6 7 8 

0
6

/1
1 

1
2

/1
1 

0
6

/1
2 

1
2

/1
2 

0
6

/1
3 

1
2

/1
3 

0
6

/1
4 

1
2

/1
4 

Mission Devices IPv6 Enabled 25% 

IT Vendors 
Device Vendors 

        

Mission Devices IPv6 Enabled 50%         

Mission Devices IPv6 Enabled 75%         

Mission Devices IPv6 Enabled 100%         

Pilots 

Enclave Pilot Phase 1 

IT Vendors 

        

Enclave Pilot Phase 2         

Enclave Pilot Phase 3         

Legend:  In Progress:   Completed:  
Figure 4. Timeline for 2014 Milestones 

3.4.2 Implementation Recommendations 

The Federal IPv6 Taskforce has provided the following guidance to assist agencies with their respective 
IPv6 planning and implementation: 

September 2011 

Á Aggressively resolved any problems identified 

Á Integrated Lessons Learned into Transition Plan 

Á Finalized plan for DNS, review IPsec signing to include AAAA records 

Á Identified additional public services, including sub agencies 

Á Planned for mail exchange upgrades 

Á Publicized successes and build a culture of IPv6 

Á Acquisition (Agency procurement processes should have IPv6 requirements fully integrated into 
the acquisition lifecycle and processes.) 

December 2011 

Á Authoritative DNS servers should provide transport over IPv6 

Á Infrastructure components (e.g., ISP, Load balancers, etc.) should support IPv6 

Á Additional sites and services should be IPv6-enabled 

Á Complete Support Staff, Operations and Security Staff training and experimentation 

Á Meet with vendors to ensure critical capabilities will be covered 

March 2012 

Á Agencies should have a complete understanding of their vendorôsô readiness and support of IPv6 
and have a plan to upgrade/implement/replace components (Network, Systems, Software, etc.) as 
appropriate and necessary to assure that industry partners are fully capable, complaint and ready 
to provide implementation of IPv6 configuration within their networks and infrastructure. 

Á Continue progress on enabling public facing services  

ï Estimated 10% complete 

Á Upgrade Operations and Management tools to be IPv6-aware 
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Á Conduct awareness and training for Project Managers, Systems Engineers, Security Engineers, 
and Change Managers as soon as possible 

Á Integrate IPv6 requirements into acquisition and COTS upgrade plans. COTS product upgrades 
should be made to IPv6-capable products only 

Á Include IPv6 requirements in proposals for all new projects 

Á Track the IPv6 status of all their COTS and GOTS productsðAgencies should begin their platform 
assessment at this time and should incorporate the results into a spreadsheet or database where 
all the results are visible in one place. This should be a living document/record which reflects all 
upgrades and changes to products so the sites can track their IPv6 readiness at any point in time. 
It is important to emphasize that assessments and COTS/GOTS transition plans can (and should) 
begin at this time and do not necessarily have to wait until the backbone is dual-stack. 

Á Review Agencies transition planðA forward-looking schedule should be created that will bring 
sites to the IPv6 capability by the target date. This may include proactively upgrading products to 
IPv6 capability even if there is no tech refresh cycle or engineering change driving the upgrade. 

June 2012 

Á Continue to work with vendor to identify and eliminate IPv6 bugs and workarounds 

Á Develop a testing and integration process for key fixes 

Á Continue progress on enabling public facing services (Web, DNS, MX)  

ï Estimated 50% complete 

September 2012 

OMB instructions to the Enterprise Architecture (EA), Capital Planning and Investment Control (CPIC), 
acquisition and security community should include the following guidance: 

Á Public services should be 100% IPv6-enabled 

Á Start integrating milestones to successfully meet 2014 milestones 

Á Ongoing monitoring will ensure focus is on operational status 

Á Agencies should have fully integrated IPv6 activities, goals and milestones into the overall 
governance and management processes to include: 

ï Enterprise Architecture: IPv6 should be fully integrated into the agenciesô Enterprise 
Architecture including the core design artifacts (e.g., network diagrams and security 
documentation), as well as the Infrastructure Reference Model and Security Reference Model. 

ï Capital Planning: Agency capital planning processes should include IPv6 in all reviews to 
ensure that budgets and project plans include the appropriate IPv6 activities. 

ï Security: All agency security processes and reviews should include IPv6. 

3.5 Agency Progress Tracking 

NIST has established a Website to track the progress of agencies in meeting the 2012 OMB milestone 
for public facing services. The NIST Deployment Monitor can be found at http://usgv6-
deploymon.antd.nist.gov/cgi-bin/generate-gov. The Deployment test suite can be found at the USGv6 
testing Website via http://www.antd.nist.gov/usgv6/.  

http://usgv6-deploymon.antd.nist.gov/cgi-bin/generate-gov
http://usgv6-deploymon.antd.nist.gov/cgi-bin/generate-gov
http://www.antd.nist.gov/usgv6/
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3.6 Sub-Working Groups 

In transitioning to IPv6 there are a number of common issues that need to be addressed by all agencies 
with networking best practices. In addition, the IPv6 Task Force believes that despite the complexity and 
anomalies associated with each agency networks and infrastructure there is some value add in sharing 
best business practices among Federal agencies. To reduce time and effort in resolving these problems 
and to improve cross agency information exchange, volunteer Sub-Working Groups were set up in three 
general areas: IT Management, Outreach, and Technical. 

The Leads and members of the Working and Sub-groups are interested in learning more about your 
agencyôs issues and progress and are willing and ready to assist you in learning more about issues and 
concerns you might have relative to IPv6 Transition and in helping you better plan and transition to meet 
OMB directives for FY 2012 and 2014. 

3.6.1 IT Management Sub-Working Group 

The IT Management Sub-Working Group, subordinated to the IPv6 Federal Task Force, is committed to 
providing support, advocacy and leadership to government agencies and their IPv6 Transition Managers 
during the transition and implementation of IPv6. The Team is co-led by Mr. Donald Beaver (GSA) and 
Mr. Luis F. Gonzalez (DHS). 

The main goal of the IT Management Sub-Working Group is to assist Transition Managers in 
successfully assuring the implementation of IPv6 compliance in networks and agency infrastructure per 
the OMB Federal Mandate. The Sub-Working group will be primarily a conduit of IPv6 information, 
intervention and support to Agencies, providing or facilitating assistance in IPv6 Project Planning, IPv6 
Procurement and Acquisition, and IPv6 Vendor Integration. 

To this end the IT Management Sub-Working Group will identify best practices and will share lessons 
learned from agency experiences and the private sector with IPv6 implementation. We further envision 
our strategic role to also collaborate with other Sub-Working groups, as appropriate and necessary, to 
advocate the profound benefits of IPv6 adoption. The sub-working group of the Task Force will be 
convening bi-monthly meeting with agency transition managers to better facilitate and accomplish the 
vision and mission set forth by OMB. 

3.6.2 Outreach Sub-Working Group 

The Federal IPv6 Task Force identified Outreach across government agencies and with industry as a 
critical aspect of the Federal IPv6 transition. Mr. Steven Pirzchalski (VA) has been designated as the 
Federal IPv6 Outreach Chair. The goals for the outreach program include facilitating collaboration and 
communication between agencies and within industry, sharing information and results and identification 
of training and other resources to assist in the transition process. 

Some of the Federal outreach activities will include: 

Á Semi-annual Federal IPv6 conferences 

Á Direct agency interaction and discussion 

Á Resource and support identification 

Á General inter-agency IPv6 training 

3.6.3 Technical Sub-Working Group 

Another critical aspect of the transition effort is the discussion of technical issues common to the 
Agencies. A Technical Sub-Group co-led by Mr. Stewart Mitchell (DoL) and Ms. Sharon Lattanze 
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(USPS), was organized and has a series of monthly roundtable discussions on technical topics of 
interest to the Agencies in cooperation with the ACT-IAC IPv6 Address Planning Sub-group co-lead by 
Mr. John L. Lee and Mr. Kenny D. Burroughs. 

3.7 USGv6 Activities 

3.7.1 USGv6 Profile Process 

OMB Memorandum M-05-22 also directed the NIST to develop the technical infrastructure (standards 
and testing) necessary to support wide-scale adoption of IPv6 in the U.S. government. In response, 
NIST developed a technical standards profile for USG acquisition of IPv6 hosts and routers, as well as a 
specification for network protection devices. The Host and Router Profile includes a forward-looking set 
of Requests for Comments (RFCs), published by the Internet Engineering Task Force (IETF), that 
encompasses basic IPv6 functionality, and sets specific requirements and key optional capabilities for 
routing, security, multicasting, mobility, network management, and quality of service.  

The Protection Device Profile contains a NIST-established set of capability requirements for IPv6 aware 
firewalls and intrusion detection systems. This Profile, which can be found at 
http://www.antd.nist.gov/usgv6/profile.html, underwent extensive vetting by both industry and the 
Federal IT community. It lists the Federal technical requirements for secure and inter-operable network 
products into the global IPv6 marketplace. 

3.7.2 USGv6 Test Program 

Following publication of the USG IPv6 Standards Profile, an infrastructure to demonstrate IPv6 product 
compliance was established. NIST established a testing program based on ISO 17025-accredited test 
laboratories and standard reference tests to assure compliance of Hosts, Routers, and Network 
Protection Devices. 

NIST developed Special Publication (SP) 500-273, USGv6 Test Methods: General Description and 
Validation, which, taken together with the abstract test specifications published at the USGv6 testing 
Website, provides the essential material for accreditors to establish testing programs. This is pre-
requisite to open public review of the test specifications, and Accreditation Bodies' establishing 
assessment programs, leading to the creation of Test Laboratories that adhere to the ISO 17025 
"General Requirements for the Competence of Testing and Calibration Laboratories.ò 

Compliance is signaled by device vendors issuing a "Suppliers Declaration of Conformance,ò based on 
ISO 17050. Specific provisions of this SDOC require that host and router products be tested for 
conformance and interoperability, and network protection products undergo functional testing in 
accredited laboratories. 

The test program is in operation; moreover, accredited laboratories are now in operation and have been 
testing products with USGv6 capabilities for conformance and interoperability. The latest information can 
be found via http://www.antd.nist.gov/usgv6/.  

3.8 DoD IPv6 Profile 

A June 2008 Memorandum issued by the DoD Assistant Secretary of Defense ï for Networks and 
Information Integration/DoD Chief Information Officer (ASD NII/DoD CIO) entitled ñDoD Internet Protocol 
Version 6 (IPv6) Definitions,ò updated the definition of ñIPv6 Capable Productsò and ñIPv6 Capable 
Networksò in the context of products intended for use in DoD networks. ñIPv6-Capable Products shall be 
able to interoperate with other IPv6 Capable Products on networks supporting only IPv4, only IPv6, or 

http://www.antd.nist.gov/usgv6/profile.html
http://www.antd.nist.gov/usgv6/
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both IPv4 and IPv6.ò In addition, these products are to comply with the IPv6 standards contained in the 
DoD Information Technology (IT) Standards Registry (DISR) as elaborated in ñThe DoD IPv6 Standards 
Profiles for IPv6 Capable Products.ò The first version of the DoD IPv6 Profile was published in July 2006, 
and it has been updated annually. The current officially promulgated version is Version 6.0, dated July 
2011, and is available on the DISRonline at: https://disronline.csd.disa.mil. 

The DoD IPv6 Profile provides guidance on applying DoD policy, DISR requirements, and IETF 
requirements to clearly define the requirements for IPv6 Capable networking equipment for acquisitions. 
The DoD IPv6 Profile defines specific tailored standards profiles for six product classes 
(Host/Workstation, Router, Layer 3 Switch, Network Appliance/Simple Server, Security Device, and 
Advanced Server) by identifying the standards (RFCs) that apply to products of that class. The DoD IPv6 
Profile lists each standard according to its level of requirement, as indicated below: 

Á MUST:  The standard is required to be implemented in the product now; it is essential to IPv6 
capability and interoperability. 

Á SHOULD:  The standard is strongly recommended and should be followed in implementation, 
unless there are particular circumstances justifying its omission. 

Á SHOULD+:  Similar to SHOULD; however the standard will likely advance to MUST in 
the next version of the DoD IPv6 Profile or on a specific timeline identified in the text. 

Á Conditional Requirement:  A requirement at one of the above levels is only called for in particular 
application or deployment.  

DoD no longer supports standalone IPv6 product certification testing. For products identified in the DoD 
Unified Capabilities Requirements (UCR) document, IPv6 requirements will be validated in conjunction 
with the larger Interoperability Certification and Information Assurance testing that is conducted on the 
product for listing on the UC Approved Products List (APL). The detailed IPv6 requirements for UC 
products and/or functions are provided in section 5.3.5 of the UCR 2008, Change 3 document, and are 
derived from the DoD IPv6 Profile. The UCR document and the UC APL are available on the following 
link: http://www.disa.mil/ucco/. 

While the USG IPv6 Profile (developed by NIST) and the DoD IPv6 Profile started as independent 
efforts, the current published versions reflect collaboration between the editorial teams to harmonize the 
two documents. Most of the differences between the earlier versions have been harmonized, and the 
residual differences reflect specific mission requirements particular to target users of each document. 
For example, the DoD Profile mandates the use of the Suite-B encryption algorithms [RFC 4869] based 
on DoD policy; however, these algorithms are considered beyond current civilian requirements.  

The editors of the two profiles agree that the documents need not be identical; however, they must be 
compatible. Therefore, commercial products certified to meet either are unlikely to have interoperability 
issues with products certified to meet the other. The two editorial teams will continue to dialog and cross-
review to maintain compatibility throughout future updates. 

4. The Business Rationale for IPv6 

Over the past several years, the robustness, scalability, and limited feature set of IPv4 has been tested 
by a consistently expanding need for new IP addresses. The surge of new devices and Internet 
connectivity has continued to accelerate; therefore, the Internet Assigned Numbers Authority (IANA) 
IPv4 address space is now exhausted. 

https://disronline.csd.disa.mil/
http://www.disa.mil/ucco/
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One of the drivers for establishing the 2012 milestone was the pending exhaustion of IPv4 address 
space and the realty that soon there would be IPv6-only users on the Internet. This is considered a 
continuity of operations issue for agencies that provide citizen services or work with external business 
partners. 

With IPv4 address space exhausted, IPv6 is now inevitable as we continue to move toward a 
ubiquitously connected society. Without the full deployment and support of IPv6, it is just a matter of time 
before networks become isolated and unable to communicate. The ability to integrate computers with 
everyday devices, such as mobile phones, handheld devices, tablets, and home entertainment, is no 
longer a want ī it is a need. Without this capability, we will severely limit the move toward a connected 
society, hindering business efficiency. Federal Government personnel and information workers need 
integrated, secure functionality that helps them manage their professional lives through the use of e-
mail, instant messaging (IM), contact management, shared calendars, and relationship management. 

Figure 5 provides a high level business-focused summary of the advantages IPv6 has over IPv4 in 
terms of features: 

Feature IPv6 IPv4 

Easier Management 
of Networks 

IPv6 networks provide auto-configuration 
capabilities. They are simpler, flatter and more 
manageable, especially for large installations. 

Networks must be configured manually or 
with Dynamic Host Configuration Protocol 
(DHCP). IPv4 has had many overlays to 
handle Internet growth, demanding 
increased maintenance efforts. 

End-to-end 
Connective Integrity 

Direct addressing is possible due to vast address 
space; the need for network address translation 
devices is effectively eliminated. This allows 
network resources to have their own unique real 
IP addresses, paving the way for secure end-to-
end, peer-to-peer networks. This will enable 
people to access information and share 
resources without going through a complex maze 
of middle boxes that require IT management. 

Widespread use of Network Address 
Translation (NAT) devices means that a 
single NAT address can mask thousands 
of non-routable addresses, making end-
to-end integrity unachievable. 

Unconstrained 
Address Abundance 

3.4 x 1038 = 340 trillion trillion trillion 
addressesðabout 670 quadrillion addresses per 
square millimeter of the Earth's surface. 

4.29 x 109 = 4.2 billion addressesðfar 
less than even a single IP address per 
person on the planet. 

Platform for 
Innovation, 
Collaboration, and 
Transparency 

Given the numbers of addresses, scalability, and 
flexibility of IPv6, its potential for triggering 
innovation and assisting collaboration is 
unbounded. 

IPv4 was designed as a transport and 
communications medium; thus, any work 
on IPv4 has had to find ways around 
increasing constraints. 

Integrated 
Interoperability and 
Mobility 

IPv6 provides interoperability and mobility 
capabilities that are already widely embedded in 
network devices. 

Relatively constrained network topologies 
restrict mobility and interoperability 
capabilities in the IPv4 Internet. 

Improved Security 
Features 
Capabilities 

IPsec is built into the IPv6 protocol and is usable 
with a suitable key infrastructure. 

Security is dependent on applications; 
IPv4 was not designed with security in 
mind. 

Figure 5. IPv6 vs. IPv4 Features 

The transition to date has been gradual but the steep curve is starting and it is critical to be prepared. It 
is also important to note, however, that the transition to IPv6 is more complex than previous advances 
we have made regarding Internet technology (e.g., from dial-up modems to always-on DSL or from host 
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files to the domain name system). This is all the more reason why the critical step toward the ñNext 
Generation Internetò requires immediate attention and detailed planning to ensure success. 

5. Federal IPv6 Transition: The òTo Beó State 

In 2005, OMB formally initiated the Federal process of transitioning to IPv6 with the release of 
Memorandum 05-22 which culminated in a successful set of Federal-wide IPv6 tests. In September 
2010, the Federal CIO released a new IPv6 directive that established a step-wise approach for agencies 
transitioning to IPv6. This approach focused Federal agencies on meeting a short-term goal of making 
their external and public-facing services IPv6 operational by the end of FY2012. A mid-term goal was 
established to make agency internal services IPv6 operational by the end of FY2014. These goals would 
provide agencies with the operational infrastructure to build truly robust IPv6-enabled end-to-end 
services in the future that would take advantage of advanced IPv6 capabilities and features. 

One of the drivers for establishing the 2012 milestone was the pending exhaustion of IPv4 address 
space and the realty that soon there would be IPv6-only users on the Internet. This was considered a 
continuity of operations issue for agencies that provided citizen services or worked with external 
business partners. The expected depletion of IPv4 addresses finally occurred in February of 2011 when 
the Internet Corporation for Assigned Names and Numbers (ICANN) made the last assignments of IPv4 
addresses to the Regional Internet Registries (RIR).  

As agencies move forward with their IPv6 transition planning and implementation, the initial strategy 
should be to focus on making IPv6 operational to meet specific OMB targets or milestones and ensure 
short/mid-term IPv6 operational ability. Agencies should initially focus on rolling out IPv6 operational 
capabilities that are overlaid on the existing IPv4 infrastructure and provide comparable features and 
functionality. This is the most expedient approach and will be the easiest for agencies to adopt to create 
an operational IPv6 capability in order to successfully reach the 2012 milestone and 2014 milestone 
targets. However, this approach alone will not provide agencies with the robust IPv6 deployments that 
will allow them to take advantage of many of the new features and functionality of IPv6. 

Agencies also need to develop a deployment approach focused on leveraging the full capabilities and 
features of IPv6. This could require significant changes in the underlying physical infrastructure, as well 
as a potentially significant redesign of the enterprise network and of many of the policies and standard 
operating procedures. Agencies should incorporate IPv6 as part of their technology refresh and make it 
part of their longer term IT strategy.  

From a longer-term perspective, agencyôs should evaluate how IPv6 can be rolled into mid- and long-
term modernization activities and strategies, ensuring requirements are being included in existing 
acquisition and development efforts, particularly for those efforts that will be in operation for extended 
periods of time.  

5.1 The 2012 òTo Beó State 

The 2012 ñTo Beò state is focused on ensuring agencies can continue communicating with outside 
entities utilizing IPv6. With the exhaustion of IPv4 addresses that has occurred and the continuing rapid 
deployment of broadband services, including those being spurred by the national broadband initiative 
and the accelerated deployment of mobile 4G and Wi-fi services, it is clear that IPv6 only users will soon 
be a reality within the U.S. Federal agencies will need to ensure their ability to continually communicate 
with these users to maintain proper continuity of services and their overall mission. Essentially, all IP-
based communications that occur with entities outside of the agencyôs enterprise network should be 
available operationally over IPv6. 
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The following excerpts from the ñFederal Government Adoption of Internet Protocol Version 6 (IPv6) 
Frequently Asked Questionsò Updated: November 4, 2011 provider better clarification of the services 
included for the 2012 milestone. 

 

Agencies will need to take an inventory of the services they use to communicate with outside entities. 
They should utilize multiple methods in ascertaining these services such as active router and switch 
configuration audits and Quality Assurance tools. It is also recommended that agencies utilize packet 
capture, protocol analysis and network analyzers tools directly attached to ingress and egress circuits, to 
ensure they have fully accounted for all services leaving or entering their enterprise. By the end of 
FY2012, agencies will need to provide IPv6 operational capabilities for services such as: 

Á E-mail (SMTP) 

Á Web (Including SSL services) 

Á DNS 

Á FTP 

Á Other  

In addition to services entering or leaving the agencyôs enterprise, outsourced services that interact 
outside the agency should be included in the overall 2012 planning and architecture, such as: 

Á Cloud Services 

Á Web 

Á DNS 

Á E-mail (may include more than SMTP) 

In order for the services to be operational over IPv6, agencies will need to ensure the supporting 
infrastructure operations are in place and fully functional in IPv4 are also available and functional for 
IPv6. Examples of these infrastructure services include: 

Á ISP services 

Á Addressing and routing 

How do you define what is a USG provided ñpublic/externally facing server or serviceò?    

The intent of the FY 2012 requirement is to ensure that any and all networked services that agencies 
provide to the general public over the Internet are seamlessly accessible via both IPv6 and IPv4. 
That is, a service that is both accessible external to the agency (i.e., over the Internet) and 
accessible to general public users.  

Internal services (i.e., accessible only within an agency enterprise or intra-net) and external services 
that are only accessible to sites/users employing virtual private network (VPN) technologies, or to 
closed user groups (e.g., requiring an out-of-band establishment of a login account) are not in scope 
of the FY 2012 requirement.  

In summary, if there is a USG provided network service that is currently available to all users of the 
public Internet, that service must be available to a user who only has IPv6 capabilities.  

 

What sites, domains and services are in scope?  

Typical examples of public external facing services that are within the scope of the memorandum 
include external web (HTTP), email (STMP) and domain name system (DNS) services; but the 
scope extends to any and all such public services provided or contracted by an USG agency. This 
includes USG network services both named under the .gov top level domain (TLD), and in other 
TLDs, and includes services that are entirely outsourced to commercial providers.  
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Á Security services 

Á Network management services 

The nominal 2012 ñTo Beò architecture will be focused on deploying IPv6 in dual stack configuration over 
the existing IPv4 infrastructure. While there may be some difference, the majority of the capabilities, 
policies, and standard operational procedures will be very similar.  

5.2 The 2014 òTo Beó State 

The 2014 ñTo Beò state is focused on ensuring the internal segment of the agencyôs enterprise is IPv6 
operational and able to IPv6 traffic from public/external locations. As agencies move toward the 2014 
ñTo Beò state, their plans should focus on ensuring all internal devices, networks, services, and 
applications that are required for the use of public/external IP-based communications are IPv6 
operational. This will impact a significant number of devices, applications and infrastructure on each 
agencyôs enterprise network.  

 

The following excerpts from the ñFederal Government Adoption of Internet Protocol Version 6 (IPv6) 
Frequently Asked Questionsò Updated: November 4, 2011 provider better clarification of the services 
included for the 2014 milestone. 

As with the 2012 ñTo Beò state, the nominal approach will be to deploy IPv6 over the existing IP 
infrastructure. This will limit the near-term deployment value of IPv6, but will allow agencies to achieve 
an aggressive 2014 deployment date and make IPv6 operational across the enterprise. 

In developing the approach to the 2014 ñTo Beò state, agencies should prioritize their IPv6 deployments 
across the enterprise to turn up IPv6 in manageable waves as opposed to attempting an all-at-once 
cutover. Agencies with larger enterprise deployments will find that focusing from a ñcore outò 
methodology provides a logical process for transitioning the enterprise that starts with the core 

How do you define what USG applications ñcommunicate with public Internet serversò?    

The intent of the 2014 requirement is to ensure that public IPv6-enabled network services that are 
provided external to an agency, are accessible to USG users residing in their agency enterprise 
networks. The definitions of what is meant by ñpublicò are the same. That is, in this case, the same 
service that an USG client/application is trying to access, is available to everyone on the Internet. 
The agency clients applications, host operating systems, and supporting networking infrastructure 
should be IPv6-enabled such that it is possible to establish native IPv6 end-to-end communication 
between client application and the external IPv6-enabled public server/service. 

Typical examples of client applications that access public Internet servers/services include external 
web (browsers), email (mail user agents), DNS (resolvers), and their host operating systems. 
Messaging and social media applications that access publicly available network servers are also 
within scope. 

In summary, if there is an IPv6-enabled external network service that is currently available to all 
users of the public Internet, that service must be available to an Agency network user who only has 
IPv6 capabilities. Of course, this requirement does not override agency policies that might restrict 
employee access to such services. But if such a service is permissible to access using IPv4, it must 
be possible to access the same service using IPv6.  
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WAN/Backbone infrastructure (that should already have been enabled and tested) and then works to 
sites and finally to LAN segments.  

5.3 Beyond the 2014 State 

Although the latest memorandum from OMB did not go beyond publicly available services, it is clear that 
agencies need to consider at the very least mission critical external services that could be impacted as 
IPv6-only users appear on the Internet. Examples of these could include telework, citizen services that 
require login-in or other external business partners that utilize secure communications with agencies. In 
the next 18 ï 24 months as IPv6-only users appear agencies may lose the ability for telework, or 
Internet-based healthcare services or a variety of other Internet-based services necessary to meet its 
agencyôs core mission, reduce cost, deploy cloud services or improve customer service.  

In addition, other next steps in the Federal IPv6 transition beyond the 2014 ñTo-Beò states is the 
deployment of secure, end-to-end, IPv6-enabled network services which support Federal Agency Core 
Missions and applications from the core to the server center and to desktop and mobile platforms. This 
will be accomplished by upgrading, piloting and launching entire production subnets with IPv6 
applications and desktop/mobile services. The Internet Protocol upgrade is a core technology that must 
be addressed in programs of record when purchasing solutions such as unified communications, 
workgroup collaboration tools, Web-applications and other end-user applications. 

Figure 6 provides high-level examples of IPv6 features and capability enhancements that could be 
deployed, by Line of Business (LoB), throughout the Federal community: 

Line of Business Objectives/Requirements IPv6 Feature and Capability Enhancements 

Land Use, Mapping, 
and Agriculture 

Á Resource tracking and allocation via 
sensor networks 

Á Land boundary and border marking via 
tags with IP addresses 

Á Ad-hoc routing via neighbor discovery 
Á Address tagging with low-order 64-bit identifiers 
Á Extension headers (location-based services) 
Á Unified Communications 
Á Mobile Applications Access 
Á Teleworking/Distributed Workforce 
Á Sensor Networks 

Science, Green 
Science, and Weather 

Á Improved utilization of existing 
infrastructure 

Á Sensor networking 

Á Satellite communications 
Á Ad-hoc routing via neighbor discovery 
Á Extension headers (location-based services) 
Á Unified Communications 
Á Mobile Applications Access 
Á Teleworking/Distributed Workforce 
Á Sensor Networks 

Commerce, Banking, 
and Finance 

Á End-to-end network security 
authentication and encryption 

Á IPsec authentication and encryption 
Á Extension headers (financial attributes) 
Á Unified Communications 

Information Science 
and IT Optimization 

Á Streamlined data flows and reduced 
networking complexity 

Á Improved end-to-end multimedia and 
converged 

Á communications 
Á Virtual services and tele-presence 

Á Flow labels for priority data flows 
Á Optimized hierarchical addressing and routing 
Á Extension headers (variable) 
Á Unified Communications 
Á Teleworking/Distributed Workforce 
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Line of Business Objectives/Requirements IPv6 Feature and Capability Enhancements 

Justice and Law 
Enforcement 

Á Asset deployment identification and 
tracking 

Á Real-time, ad-hoc, interoperable 
communications 

Á Address tagging with low-order 64-bit identifiers 
Á Mobile, ad-hoc routing via neighbor discovery 
Á Unified Communications 
Á Mobile Applications Access 
Á Teleworking/Distributed Workforce 
Á Asset Tracking/ITV 

Privacy, Protection, 
and Security 

Á Mandatory, end-to-end authentication 
and encryption 

Á Non-attributable addresses 

Á IPsec authentication and encryption 
Á Extensive address pool 
Á Unified Communications 

Homeland Protection 
and First Response 

Á Secure communications 
Á Mobile, ad-hoc communications for first 

responders 
Á Total force and asset integration 

Á IPsec authentication and encryption 
Á Mobile, ad-hoc routing via neighbor discovery 
Á Address tagging with low-order 64-bit identifiers 
Á Unified Communications 
Á Mobile Applications Access 
Á Teleworking/Distributed Workforce 
Á Sensor Networks 
Á Transportation Automation (Wireless Access in 

Vehicle Environments) 

Defense, Intelligence, 
and Military Operations 

Á Secure, mobile communications 
Á Mobile, ad-hoc communications for 

warfighters 
Á Asset integration and insightful 

logistics 
Á Military training/Mission rehearsal 

Á IPsec authentication and encryption 
Á Mobile, ad-hoc routing via neighbor discovery 
Á Address tagging with low-order 64-bit identifiers 
Á Extension headers (specialize, private use) 
Á Unified Communications 
Á Mobile Applications Access 
Á Teleworking/Distributed Workforce 
Á Asset Tracking/ITV 
Á RFID 
Á Sensor Networks 
Á Transportation Automation (Wireless Access in 

Vehicle Environments) 

Transportation 
Optimization, Shipping, 
and Tracking 

Á Transport and container tracking via 
sensor networks 

Á Live traffic reporting and 
communications 

Á Ad-hoc routing via neighbor discovery 
Á Address tagging with low-order 64-bit identifiers 
Á Unified Communications 
Á Mobile Applications Access 
Á Teleworking/Distributed Workforce 
Á Asset Tracking/ITV 
Á RFID 
Á Sensor Networks 

Education, Learning, 
Knowledge 
Management, and 
Library Science 

Á Improved end-to-end multimedia and 
converged communications 

Á Virtual services and tele-presence 

Á Flow labels for priority data flows 
Á Source routing for more efficient transport 
Á Unified Communications 
Á Teleworking/Distributed Workforce 
Á Mobile Applications Access 

Health and Biomedical 
Science 

Á Tele-presence 
Á Tele-science (real-time) 
Á Records management and security 

Á Flow labels for priority data flows 
Á Extension headers (attribution characteristics) 
Á IPsec authentication and encryption 
Á Unified Communications 
Á Mobile Applications Access 
Á Teleworking/Distributed Workforce 



Planning Guide/Roadmap Toward IPv6 Adoption within the U.S. Government 

May 2012  Page 25 

Line of Business Objectives/Requirements IPv6 Feature and Capability Enhancements 

Constituent Services 
(Delivery and Tracking) 

Á Tracking via sensor networks 
Á Package locations services 

Á Ad-hoc routing via neighbor discovery 
Á Address tagging with low-order 64-bit identifiers 
Á Extension headers (Location-based services) 
Á Sensor Networks 
Á Asset Tracking/ITV 

Figure 6. IPv6 Capability Examples by LoB 

6. Leveraging Enterprise Architecture 

The purpose of this section is to describe how to use the agencyôs Enterprise Architecture (EA) and the 
IT Infrastructure Segment Architecture as strategic planning and execution tools to enable effective IPv6 
deployment. The agencyôs EA should be used to: 

Á Assess the ñAs-Isò IPv4 and IPv6 environments 

Á Envision your agencyôs ñTo-Beò IPv6 state, defining network services to be IPv6-enabled based 
upon the agencyôs business needs 

Á Develop an IPv6 Transition Strategy to address the gaps between the ñAs-Isò and ñTo-Beò IPv6 
environments 

Á Identify where to invest in IPv6-enabled network services (as defined in your Target EA) through the 
CPIC process 

Á Monitor IPv6 deployment progress according to the milestones defined in your agencyôs Transition 
Strategy Plan. 

This concept of operations and the relationship between EA and CPIC is illustrated in Figure 7: 

 
Figure 7. IPv6 Transition Concept of Operations 
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EA Governance and Management: Governance is the mechanism by which EA planning decisions are 
realized and enforced within each agency. Agencies should be prepared to provide OMB with 
governance charters, agendas, and other documentation to demonstrate that: 

Á The agency body responsible for EA governance is aware of the requirement for IPv6 transition 
and the specific role IPv6 plays within the agencyôs target architecture. 

Á The agency body charged with implementing IPv6 is coordinating its activities with the EA 
governing body, and changes to either EA or IPv6 implementation policies are effectively 
communicated to each group. 

The EA provides agency managers with the ability to observe the current state of the IPv6 transition 
within the agency and its impact on other strategic agency initiatives. 

6.1 Using the IT Infrastructure Segment Architecture 

OMB requires agencies to incorporate IPv6 modernization activities into their overall EA as well as the 
specific IT Infrastructure Segment Architecture for IPv6.  

The target architecture should reflect not only the impact on agency networking components, but also 
the impact of IPv6 on other architectural views such as Business, Strategy and Performance; Data, 
Service Component; Technology; and Security and Privacy. Agencies should integrate their IPv6 target 
visions into the following layers of their IT environment, as appropriate: 

Á Business Architecture:  Refers to capabilities or tasks that enable the achievement of agency mission 
objectives. Core business functions will be supported or enhanced by IPv6-enabled services. As a 
reference point, consider earlier the introduction of telephones and the Internet as examples of 
infrastructure-enabled business function transformations. 

Á Application Architecture: Refers to components/applications that enable the business needs and 
services defined in the Business Architecture. 

ï Application development and certification processes must ensure that IPv6 is supported. 

ï Development environments, service-oriented architecture (SOA), and Web services, should be 
updated to include IPv6. 

Á Technology Architecture: Refers to assets that support IT services and communications. IPv6 
migration goes beyond network backbone upgrades to: 

ï Basic naming services, such as DNS and DHCP 

ï Common shared infrastructure services, such as file, print, database, and Web services 

ï Individual computing units. 

Á Security and Privacy:  May be represented as a cross-cutting concern rather than a separate 
view of the target architecture. IPv6 deployment within the network backbone may have a 
substantial impact on the target security architecture, including: 

ï Changes to network security standards and configuration as a result of the IPv6 end-to-end 
security model 

ï Changes to IT security policy 

ï Privacy considerations. 
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Figure 8. Role of IT Infrastructure Optimization 

Figure 8 depicts the critical underlying role that IT Infrastructure optimization and related initiatives play 
in improving agency and program performance to provide better services to end customers, as well as 
the impact that IPv6 has in realizing these benefits. 

6.1.1 Developing a Shared Approach to Infrastructure 
Services 

OMB Memorandum 11-29 as issued August 8, 2011 and 
directed agencies to take a shared service approach to 
delivering commodity IT, including core infrastructure functions. 
This approach emphasizes delivering infrastructure capabilities 
as a ñserviceò to the entire agency rather than as individual 
components. One can think of this as a collection of functioning 
capabilities, including technology, standards, and collaborative 
processes, that enable safe and efficient collaboration through 
the development and deployment of shared operational IT 
services. A key aspect of this approach is providing IT 
Infrastructure services via a pool of resources (Web servers, application servers, database servers, 
servers, storage instances) instead of through discrete instances. The concept also has a broader usage 
that includes all configurable infrastructure resources such as computer, storage, and networking 
hardware and software to support the running of applications.  

IPv6 provides significant advantages in the deployment of shared IT infrastructure services, including 

Á Massive scaling potential 

At DOT, IPv6 can provide the 
infrastructure for services developed 
with the Intelligent Transportation 
Systems (ITS), the Vehicle 
Infrastructure Integration Project, 
and the Next Generation Air 
Transportation System  
(Next Gen). 






























































