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1. Executive Summary

The purpose of thlanning guidke toprovide hited Statgd).S.Federal ®/ernment agency

leaders with practical and actionable guidance on how to successfully intBgoabedhterssdn

6 (IPv6) throughout their enterphsguidenas been updated from the ongirttgpublished in

2009 to aid in understanding the Federal Gove
current goagland deadlines. Based on the inforfoatnoim this document, the Agé&iugf

Information Officer (CIRY6 Transition Managers, Ehtefpris@rchitest and Chief Acquisition

Officers (CAOanassess ther wn  a guwrant Ii?vd snplemeaotagirogress and develop an
agencyspecific planithdetailed milestortesachieve the defined IPv6 goals for FY2012 and FY2014.

1.1 Background

To reduce the cost of providing services to increasing numbers of customers, and to increase the va
of servicg businesses have embraoedhternet and the social aslol 3&rvices that exist on it. The

current Internista commercialization of afun8ed DARPA projbet begann 196 06s wi t h
accompanying technological leadership, humamtheiemomic benefitttoe United States and

the vorld.

In the mid to late 1990s, after thirty years of the meteoric growth of users and applications on the
Internet, a major technpledresh was being developedegidyed for the underlying
communicatiorechnology of the Internet and the World Wide Web (www). This ispketes high

fiber optic communications links with dense wave division multiplexyng(®®Wady carrying

speed bover one terabit per secofidgp). per fiber and overlBDTbsp per fiber cable on a

single communications hop. Terabit and petabit routers and switches are being deployed to route, s
and terminate these packets into large virtualized data centers and high speed consunaher, business
government networksl @xchange¥hese systems are capable of handling hundreds of millions to
billions of devices and packet streams now and in the foreseeable fuftine. riCumisertigf

wireless devices connected to these networks has exceeded 1 billion handsets

In the same timeframe, the Internet cityyimaooperation witlsland othegovernmentbegan
developing the required protocol components of the Next
Generation (Internet) Network (NeXt&&ihe high
performance infrastructure is being deployedveryaggrel i The US | eader s
meet data and melibmputing requiremenlsle the this global undertaking. This is t
deployment of the required IPv6 protocols has not kept g first upgrade of the Internet and
this Next Generation A Sup( probablythelastone fordecadg oper
reliably, the communications systems must be deployedf c o me. So, | et 0 s
IPv6 protocol developethiam The current Internet has L atif Ladid

brought tremendous humanitariangmpEmment and
economic benegéind it is in the best interests of the United
States to continue this growttoaxgand these systems wi
their increased benefits.

IPv6 Forum President

The curremnternet is a hybrid IPv4/IPv6 network with growing IPv6 traffic which will be interconnectin
the USG with citizens and business partners worldwide. Agencies not only need to meet the 2012 al
2014 deadlines, but they need to be able to leveraged&éaputiilities and ensure compatibility

with new Internet services.
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1.2 Benefits

The IPv6 protocol is the enabler dfiglirperformance networks which reduces the costs of
interconnectiMgeband information services with their customers)gtietasitory that can be

servedThe benefits of IPv6 include
A Improvegovernment operations for:

T Streamlining services for more citizens and citizen groups
T Improingofboth the quality and delivery of Education and Healthcare in all areas of the

country

T Fosteringrvironmental and energy monitoring and control

A Increases economic activity and increases jobs for urban and rural areas

A Supporteemote and mobile offices and telework sites

A Fosters high speed equathet access for all An lssue of Business Continuit

A Support€ontinuity of Operations (C@@d&)encies. Y
S Federal initiati ted include: "The technical stuff for IPv6 is d

orr'le ederal Initiatives supported inciude. IPV6 is ready. This is a business

A ACl oud First o @umpuiingy f| issueinthe Immetservice industr

A Federal Data Center Consolidation Initiative The ISP community round the w

A Transparent Government needs to pay attenédiey are

o persisting in tideobody is asking f

A Digital Governmdirategy thi®mentality. They are not valui
1.3 Guidance business continuity as they shoy

In fostering these policies and benefits, on September !
the Office of the Federal Chief Information Officer issug
A Me mo r far@hietimformation Officers of Executive
Departments and Agenciés t | ed A T rwhiohs i
detailedthe e d er al Government 6s
operational deployment and use oTHeveemo states tha
OMB will work with the National Institute of Standards ¢
Technology (NIST) to continue the evolution and
implementation of the USGv6 Profile and Testing Progt
provides guidance and deliverables agencies are requi
achieve

1.4 Our Business Situation

Action is needed by the gbh%ernment in order to retain o
nationds techni indhk Intarnedseaton
and to expand and impsover vi ces for Al

When they finally wake up, therg
going to be a msckamble for IPv
and they won't implement it
properly. o

Vinton Cerf, September 30, 200
i nterview with

Vinton AVinto (
computer scientist who is the pe
most often call
I nt er net tiods have s

been recognized repeatedly, wit
honorary degrees and awards tf
include the National Medal of
Technology, the Turing Award, &
the Presidential Medal of Freedg

>
D

There has already been significagutess by foreign

governments in attempting to reap the advantages of early IPv6

deployment, including:
A The European Commission

T 12010nitiative, an action plan to see IPv6 widely defiayeple by 2010.
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A

A

Australia
T A Strategy ftre Implementation of IPv6 in Australian Governmeni AdeR?€ED
Peoples Republic of China

T Next Generation Internet project (CNGI);yearfplan with the objective of cornering a
significant proportion of the Internet space by implEer&aany. China showcased
CNGI and its IPv6 network infrastructure at the 2008 Olympics in Beijing, using IPv6 to netw
everything from security cameras and taxi

Hong Kong
T HK Govt implements &Pv6
India

T The Government ofdninistry of Communicationifomchation Technology,
Department of Tel ec aRoadNMap, nadggmlioyrfod:s | Pv 6 De

A All major service providers (having at least 10,000 Internet custeiners or STM
bandwidth) will target to handle IPv6 traffic and offer IPv6 services by December 2011.

A All central and State government ministdepamahentgcluding iBSUs, shall
start using IPv6 services by March 2012.

Indonesia

T IPv6 Development Updates in Indonesia Working on Building Awa&néashtis Heeb
by Indonesia IPv6 Faskce

Japan

T Oveview ReportStudy Group on Internet's Smooth Transitio(lEniBti6e Translajion
& - Issued by the Ministry of Internal Affairs and Communications (MIC), Japan, June 2008

T ReportStudy Group on Internet's Smooth Transitio(ilenifatige Translatbnlssued
by the Ministry of Internal Affairs and Communications (MIC), Japan, June 2008

Korea

T 1Pv6 Bployment in Kofedaoy Mr. Park, SyuKgoo, National Internet Development
Agency of Korea (NIDA), September 2008

Malaysia

T Moving The Nation Toward$tRabled by 2010: Policy and Regulatory@Miédtrred
by the Malaysian Communications and Multimedia Commission, Malaysia, November 2007

Singapore
T Singapore Internet Protocol Version 6 (IPv6) Profile, @ Jan 2012

T Information Paper: Internet Protocol version 6 Phase 2 Transition Plans for Singapore, April
201#: - Issued by the [lB@mmunications Development Authorjt§iDayore

T Report for iDA, IPv6 adoption guide for Singapore, 15 ElafbiShéd Analysis
Mason and Tech Mahindra

T Information Papemternet Protocol version 6 Transition Plans for Singapore® June 2006
Issued by thedr®ommunications Development Authority (iDA), Singapore

Taiwan

T Taiwan IPv6 Deployment Curren&EsthypShengVei Kuo, Taiwan Network and
Information Center (TWNIC), February, 2008
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IPv6 provides valuable benefits to agencies by facilitating an improvement in operational efficiencies
citizen services. Many of these benefits will not be realized until running IPv6 natively. Examples of |
benefits include:

A Addressingand RoutinPv 6 6s extremely | arge address sp
many more electronic dediioesbile phones, laptopseimicle computers, televisions,
cameras, building sensors, medical devices, etc.

A Securityl Pv 6 6 s whereeoabledi andycordiwith the appropriate key infrastructure
comes in the form of IPsec, which allows authentication, encryption, and integrity protection at t
network layer.

A Address AuteConfigurationlPv6 address awtonfiguration enables simple devices to achieve
ou of the box phagpdplay network access thittakey to setirganizing netwsr

A Support for Mobile DevicéBveenabled applications can benefit from seamless mobility. The
mobility comes in the form of Mobile IPv6, which allows devaresihg iésrent networks
without losing their network connectivity.

A Peerto-Peer (P2P) Communication Tools that Can Improve Interagency Collzbaration
endto-end connectivity, enabled by the IPv6 address space and elimination of private network
addreses, will allow the optimizatioredisstreaming applicatiortss wikllowtimely video
feeds and qualitgh information to be easily distributed toahiticatsons.

IPv6 supports an integratedaveslitected platfonithall the aforemgoned benefiss well as
headroom for future growtreahdncement.

However, in order to realize the benefits offered by IPv6, itttk atttpoFaderal Government
continu¢he process of architecting and deploying seesmabbRbnetwsg&rvices.

Theadoption of several technology sal@lassless IntBomain Routing (CIDR) addressing,

Network Address Translation (NAT), and Port Address Translation (PAT), all helpexspartend the life
and availability of IPWhile some Federatagies may have enough IPv4 space allocated to support
their needs for the foreseeable filneir@ernet Assigned Numbers Authority (IANA) address pool

was exhausted in January,20fdlseveral Regional Internet Registries (RIR) exhausted their
allocations in April 2011. The remaining RIR expect exhaustion within the.next two years

Demand levels for addresseginue to accelerdte to rapid population gromdaksmarket

broadand deploymetiie demand for globally unique addresses for applications such as Voice over
IP (VolP}he addition of network addressable devices such as mobile phones and sensors to the
Internet, and continuadgption @loudcomputing@dne of the nmadvantages of IPv6 is that it re
establishes the P2P connection thdifficadin IPv4lue tdNetwork Address Translation (NAT).

IPv6 greatly simplifies the deployntie@th@ixt generation of the Internet services and technologies,
sometimes call¢hefinternet of Thinggrovidingthiep | u g expedence.l ay 0

It is important to note witltout a concentrated effort by Federal agencies to effectively and efficiently
deploy secure IPv6 network servicesSthe v er n me nt 6 s nieet anl ability ta meeta d v a n
its mission needs will be critically impacted.

2. Contributors

This guide was produced by a team of dedicated individuals led by the Federal IPv6 Working Group
the Technology InfrastructureC8uimittee (TIS). The TIS is a lphattered swbganization of
theStrategy and Plann@gmmitteeSP QG of the Federal Chief Information Officer (C1O) Council. The
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E-Governmeritct oR002authorizes the Federal CIO Council. This guide was developed in conjunction
with the Americanu@oil for Technology/Industry Advisory Council.

The followirfgPC and TI8adership members and OMB staff were responsible for the development of
this guide:

Simon Szykman CoChair, Strategy and  CIO Department of Commerce (Dot
Planning Committee (SF
Linda Cureton CoChaifSPC CIO NASA

Deputy Assistant
Secretary, National Department of Homeland Sect
Protection & Prograr (DHS)

CoChair, Technology
Roberta Stempfle Infrastructure Subcomm

(T1S) Directorate
. CoChair, Technology  Director ITL Department of Commerce (Dot
Charles Romine Infrastructure Subcomm National Institute of Standards
(TIS) Technology, Information

Technology Laboratory
Peter Tseronis  Chair, Federal IPv6 Taslt ChiefTechnology Department of Energy (DoE)

Force Officer
_ CoChair, Federal IPv6 T Supervisory Special Department of Justice (D_oJ),_
Bobby Flaim = Agent Federal Bureau of Investigatior
orce (FBI)
Carol Bales Executive Sponsor Lead Policy Analyst Executive Offiokthe President
(EoP) Office of Management a
Budget

The following persons were primary contributors to developing this guide:

Chris Chroniger Chaiii ACHAC Chief Technology Officer

IPv6 Working Grol Acentiif
JaneCoffin Key Contributor  Policy Analyst Department of Commerce
(DoC)
Dale Geesey Key Contributor  Chief Operating Officer Auspex Technologies
John L. Lee Key Contributor  Chief Technology Officer Internet Associates LLC
Kenny Burrougl Key Contributor Managing Director Internet Associates LLC
Barry Chapman Key Contributors Solutions Architect Acentiif¥

Ralph Wallace Key Contributor Executive Vice President of Oper: White Oak Consulting
Doug Montgome Key Contributor  Manager, InternetworKieghnologie Department of Commerce

Research Group (DoC) NIST
Stephen Key Contributor  Senior Computer Scientist Department of Commerce
Nightingale (DoC) NIST
Ron Broersma Key Contributor  Chief Engineer Department of Defense (D

DREN

Tim Owen Key Conibutor Chief Engineer Secure Mission Solutions
TJ Evans Key Contributor  Director, Network Engineering Nephos6
Bill Kyburz Key Contributor  Senior Director, Business Develof General Dynamics
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In addition, the following individuals suppattckiement of this document.

Steven Pirzchalski Department of Veterans Affairs (VA)

Silvia Brugge Acentify
Kafi Johnson Acenti:V
Frank Troy Troy Networks, Inc.

3. Federal Transitidmitiatives

Early initiatives led by ttg& epartment of Defense (DoD) and the Office of Management and Budget
(OMB) stakeholders drove agencies to demonstrate progress in areas of standardization and
testing/certification to prepare for eventual goweidem®v6 integration and transition.

3.1 OMB Guidance
3.1.1 OMB September 2010 Memorandum

On September 28, 2010, duefal Chief Information Officer iaddiechorandum For Chief
Information Officers of Executive Departments andtitlgdicles ansi ti on t o |
(http://www.cio.gov/documents/IPv6 memdfistaltingf that tieederal Governmentommitted to
the operational deployment and use of Internet Protocol versiore Bh@RbileBhribes specific
steps for agenciegdketoexpedite the operagibdeployment and use of IPv6. It went on to explain
that heFederal Governmenist transition to IRv@érdeto:

A Enable the successful deployment and expansion of KejoFeagiciiechnology (IT)
modernization initias, such as Cloud Computing, Broadband, and SmartGrid, which rely on
robwst, scalable Internet networks.

Pv 6o

A Reduce complexity and increase transparency of

services by eliminating the architectural need to re

Network Addresganslation (NAT) technologies. ATransitioning
A Enable ubiquitous security services-foreadd journey that must begin todalyefo

network communications that will serve as the fou
for securinfgiture Federal IT systems.

Enable the Internet to continue to operate efficient
through an integidtevethrchitected networking
platform artdaccommodate the future expansion g
Internebased services.

U.S. Government and Industry

before the exhaustion of the cur
IPv4 address space, to assist w
the restoration of the Interne2-En
End model, and an important

technical optimization for Next
Generation Networks technolog)

In order to facilitate timely and effective IPv6 adoption, @
were asked:to

such as Voice Ove(V®IP),
Always Connected Seamless

A Upgrade public/external facing servers and servic{ NetWwork Mobility, IPTV, and Clo

Webhemail, DNS, ISP servie&s, to operationally use
ndive IPv6 by the end o2BY2

Upgrade internal client applications that communig
public Internet servers and supporting enterprise 1
to operationally useveatPv6 by the end oRBY4.

Designate an IPv6 Transition Manager andisuymi

services for ubiquitous mobile
devices."

Jim Bound
CTO, IPv6 Forum Chair North
American IPv6 Task Force (NAV

hername, title, and contact information to

May2012
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IPv6@omb.eop.gov by October 30, 2010. The IPv6 Transition Manager is to serve as the persc
responsible for leading thecageh s | P v 6 tiesandavillligisiort withotime wigler Fedeval
IPv6 effort as necessary.

A Ensure agency procurements of networked IT comply with FAR requirements for use of the USH
Profile and Test Program for the completeness and quality of their IPv6 capabilities.

To facilitate tlkeederal Governmierst adopt i on of theMNatiénal InGtikae ofwi | | w
Standards and Technoldld$7 to continue the evolution and implementation of the USGv6 Profile
and Testing Program. This Program gtoeitechnical basis for expressing requirements for IPv6
technologies and gassto mmer ci al productsd support

of corresponding capabilities.

NIST hs implemented\elsite deployment W

monitor to track the statuseo2012 Mandate - Detalled USG Department Serice In
goals. Thig/elsite is available lttp://usgv6 e : =
deploymon.antd.nist.goWtdgeneraigov
Figure 1is apartial sample from \Welsite for
September 2011.

Transition Managers are adtaseldeck the
deployment montioverify te accuracy of their lis
of Welsites domainsand mail servicésat are
being monitored.

IPv6_001v2

3.1.2 Agency Transition Plans

All Federal Governmagenyg leadersiere asked
tocomplete an IPv6 Transitian Pased on a
template provided by OBApril 2011 to:

A Upgrade public/external facing servers and serw¢eb éengil, DNS, ISP services, etc.) to
operationally usative IPv6 by the end of Fiscal Year 2012.

A Upgrade internal client applications that communicate with public Internet servers and supportir
enterprise networks to operationally use native IPv6 by the end of Fiscal Year 2014.

3.1.3 OMB Memorandun?)az2?2

OMBMemorandum-0&-22, issued August 2, 2005, laid the groundwork for the eafly stages
integration by requiring Fedggaicies, specifically agency, @Osnfirm that agencies had

successfully demonstdiy6 capability over IP backbone networkpaietl by June 30, 2008.

The memo, broadly circulated among government and industry, specified the critical timeline in whic
IPv6 readiness had to be satisfactorily demonstrated across the Federal Government. A copy of the
OMB Memorandunr®®2?2 is avidable online at
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memorand2fpd005/m05

Figurel. View of IPv6 Deployment Monitor

The Memorandum also directed NIST to ttev&#ohnical infrastructure (standards and testing)
necessary to support veicede adoption of IPv6énUts. gvernment. In response, NIST developed

a technical standards profile for USG acquisition of IPv6 hosts, routers and networlegrotection devic
Use of the NIST technical standards and testing for USG Acquisition is codified in the FAR.
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3.2 IPv6 Federal Acquisition Regulations (FAR)

DoD, GSA, and NASA published a proposed rule in the Federal Register at 71 FR 50011, August 24
2006, to amend theRFA ensure that all new IT acquisitions using Internet Protocol are IPv6
compliant. The Civilian Agency Acquisition Council and the Defense Acquisition Regulations Counci
(Councils) issued a final rule amending the FAR to requienthatidP@rodts be included in

all new IT acquisitions using Internet Protocol effective December 10, 2009.

3.2.1 Current Applicable FAReRisions
FAR 7.105(b)(4)

(i) For information technology acquisitions using Internet Protocol, discuss whether the requirement
docurents include the Internet Protocol compliance requirements specified in 11.002(g) or a waiver
these requirements has been granted by te@gencChi ef | nf or mati on Of fi

FAR 11.002(g)

(9) Unless the agency Chief Information Officer waivesrentegiien acquiring information
technology using Internet Protocol, the requirements documents must include reference to the
appropriate technical capabilities defined in the USGv6 Profile (NIST Special-Paib)iaation 500

the corresponding dedlanatof conformance defined in the USGv6 Test Program. The applicability of
IPv6 to agency networks, infrastructure, and applications specific to individual acquisitions will be in
accordance watandards identifiedihe agencyd6s Enterprise -Archit
0522 dated August 2, 2005).

FAR 12.202(e)

(e) When acquiring information technology using Internet Protocol, agencies must include the
appropriate Internet Protocol compliance requiremendaintaaeith 11.002(g).

FAR 39.101(e)

(e) When acquiring information technology using Internet Protocol, agencies must include the
appropriate Internet Protocol compliance requirements in accordance with 11.002(g).

3.2.2 Acquisition Guidance

It is detailed inet FAR thagancy acquisition processes will be modified to include detailing of
required IPv6 capabilities as defined by USGv6 Profile (NIST Special P26} ationtbe0
corresponding declarations of conformance defined in the USGv6 TEs¢ & qyoamesses and
procedures also need to address procurement of services as well as products.

The acquisition of IPv4ARaged network infrastructure is a collaborative effort between technical and
acquisition resourcasd betwedimanciadnd mision managemnteit is recommended that eross
functionladeamns be empaneled to develggnayspecific processes and procedures addressing their
requirementbat can be updated over tappropriat€hese services specifications are not

limited to F5services. They may also include access methods for provision of application services,
including cloud provision.

3.2.2.1 Background

During the lai®80sthe Public Switched Telephone Network migrated from analog to digital
technology utilizing a series dafitadispecifications and protocols labeled Integrated Services Digital
Network (ISDN). This process included a large number of protocols and configligatiereoptions
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not standardized untikwag through the deployment, which hampered sgmoce @nd

development, acceptaaoel, use for years. During the initial analysis of the Next Generation Network
Protocolt was determindtht IPv6 would not be backwards compatible wiithisfewdn

spawned a collection of IPv6 protioatsuldeplace their existing IPv4 counterparts. This meant

that extensive testing would need to be done in all areas of,tinelndimgsatandard network and

end user devices features anddnsiend how they interoperate.

Government and industry exgevedopedarious IPv6 test and interoperability networks, protocol

test and certification methasisiell as a minimum set of standard IPv6 protocols and well know
options that support IPv6 network operations. The Defense Research and Engin@&RBYy Netwo

was tasked with being the initial USG IPv6 test and evaluation network prior to wider adoption by otf
parts of thgovernment. Networking experts at NIST had eeg fBN® protocol developments.

As part of the initial OMB manthtetglevelopedboth standard product profiles and test and

certification processes for USG deployment te @asidl BDN deployment issues.

3.2.2.2 Equipment Profiles

Three types of network attached devices (sets of functions or capabilities) were elefined routers,
userand network protection devices. If the device routegsvpatkeitst is a router or a server with
multiple interfaces that is running a routing appheatios a router. If the device is not alvatter
isuseal to protect the netljserveror other devicdken itis a network protection device.

Everything else iseard user device.

3.2.2.3 Example Case

Organizations with large networks usually develop a standard set of router and switah configurations
deploy across their netwiorksdeto improve service and reduce maintenanciscastexample,
suppos@norganization has two sizes of field offices, a regional office, danal ¢eratdgsiarters.

The smaller field offices have 16/24 port routers with T 1viltiéatiaedarger field offices have the

same 16/24/32 port routers with fractional T3 (Frac T3) circuits that terminate at the closest regional
office. Regional offices connect to at least two of the data cer{grwritheOi®esnd

headquarters also weats to at least two data centers with muiBpledd@ections. The data

centers are the gateways to the Internet and other networks are interconnected to each other by
fractional G@8(c) connections. If the offices are connected to a servioetprorkdén the

or g anirauters and swichesuldbe onnected by Gi gE to the ser
would terminate these circuits.

Thissamplerganization is lookiongeplace T1 and Frac T3-fmeutint circuits with serpias/ider

based MPLS/ VPN Acloudod connections. During th
switching hardware was upgraded to the latest firmware supporting version 2.0 of production IPv6 c
memory upgrades weigde to higher capacitypsa nd al | router and switc
to latest tested, secured production release. This network has a two router vendor policy with mixed
devices in the field and one of each at the data centers and headquarters.

As this organization gyoat to add new field officescaathance backbone interconnedhiegy
purchases will fall under the new FAR regulations on IPv6 compliance andosilgp@rojEbey
teamconsistingf Network Engineering and Operations, Server s@oubpr,ddurement. They
contact their two vkelbwn router vendors and requeSuapiier's Declaration of Conformity
(SDOGs onany existing or new equipniNativork Engineering @pdrationpersonnalump

router configurations, firewall logsaadgbidumps of major links identifying all protocols on the
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network. Server support identifies all higher layer application protocols. Network Engineering confirn
that: (1)heir Interior Gateway Router Protocol, the router to router protocahaskglenitiens

networks I1SIS; and (2) the Exte@ateway Router Protocol, the router to router protocol that is used

to advertise the Agencies prefixes to the rest of thes|B&Pvet

The network engineering and server support groups have some unresolved questions on IPv6 link [
protocols and their potemtietaction with IPv4 in a-shagked environment. This is aagaaty

without the neefla fultime test lab, so thghwan earlier formal agreement with agesteythey

run a shared network test lab as they also have some common router configurations. Both service
providers who are vying for the MPLS service contract have IPv6 test and integration labs that for a
small ée can also be used for IPv6 testing.

The twagenciegrocurement grealgpmmunicate @sues of common intelestasliscovered
that the sistagency has already filled out the IPv6 whoflewas added to the existing standard
IPv4 routerequirements profile they had been using to purchase for several years.

A wider discussion of the relative responsibilities of procurement departments and Offices of the CIC
given in the USGv6 Buyers Guidip dtwww.antd.nist.gov/usgv6/BuyersGuiBerrarsbmmary

of the relevant amendments, réféptbedocket.access.qpo.gov/2009/p8HERpdiTo review

these amendments in their full context, refps thwww.acquisition.gov/far/index.html
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3.3 Federal IPv6 Task Force

Federal CIO Council
Executive Chair: Jeffrey Zients
Director: Steven VanRoekel

Strategy and Planning
Committee (SPC)
Co-Chair; Simon Szykman
Co-Chair: Linda Cureton

Technology Infrastructure Subcommittee

Co-Chair Co-Chair
(NIST) (DHS)
Charles Romine Bobbie Stempfley
Federal Chief Federal IPv6
Architect Federal Initiative

Contractor

Scott Bernard IPV6 Task
Support

Force Chair Co-Chair

(DOE) (DOJ-FBI)
O_MB Lead Peter Tseronis Bobby Flaim
Policy Analyst

Carol Bales

ACT-IAC
Chris
Chroniger

] lephe R ¥
Montgomery @ Nightingale Broersma Donalan
(NIST) (NIST) (DoD DREN) (DHS)

Industry i
Collaboration i

Federal IPv6 Interagency Working Groups
Technical Sub Team IT ManagementSubTeam |  ~ o cr v AN

) Outreach Sub Team
Stu Mitchell, Chair (DOI) Don Beaver, Co-Chair (GSA)

: . Steven Pirzchalski, Chair (VA
Sharon Lattanze, Co-Chair (UPS) j§ Luis Gonzalez, Co-Chair (DHS) I S

IPv6_002_v4

Figure2. Federal IPv6 Governance Framework

In order to provide better guidance and coordination, the Federal IPwBabaskabbsted to
help guide agencies through the IPv6 transitionfiguregsiepicts the Federal IPv6é Governance
Framework.

3.4 Sample Agency Timelines
3.4.1 Sample Federal Agency Execution Timeline

The IPv6 OutreashbWorking @up described in section 3@&pared a sample execution
timeline for agencies in medtn@MRlirected IPv6 transition milest®@hedirst timelirghown in

Figure3 describethe 2012 milest@ne
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Sample Agency IPv6 Execufiamelin

2012 Public Facing Execution
Network Connectivity

Internet GatewayPVv6Enabled
Internet GatewayP26Enabled
Internet GatewayP¥6Enabled
Internet GatewayRP¥6Enabled
Addressing

ISP Provided IPv6 Addresses

Key Stakeholders
(External)

Networx or Other Carrit
(ISP)

Networx or Other Carrit

v

N

-
~
N
i

Milestone

: Ol

-
.

06/1

: O

-
.

12/1

06/14¢~

12/1¢ @

Announce Agency

Routing

BasidPv6 Routing

IPv6 BGP Routing Gateway 1
IPv6 BGP Routing Gateway 2
IPv6 BGP Routing Gateway 3
IPv6 BGP Routing Gateway 4
IPv6 Multiome Routing
Domain Name Services (DNS)
nsl IPv6 Enabled

ns2 IPv6 Enabled

Ns3 IPv6 Enabled

ns4 IPv6 Enabled

Primary Agency Domain (www.agency.com)

(ISP) ARIN

Networx or Other Carri
(ISP) Routing Vendors

HEEE QNEEEN BN DEEE oo~

GSA (.gov) DNS Provic

Phase 1 Cloud/Hosting Providerfiil
Phase 2 Web Vendors I
Mail

Inbound SMTP IPv6 Enabled
Outbound SMTP IPv6 Enabled

Cloud Hosting Provider |58
SMTP/Mail Security ..
Vendors

MTIPS/TICAP Providerl
SMTP/Mail Security  FE N
Vendors

Security

DMZ Basic IPv6 Security
DMZ ComparalbRv6 Security
Full IPv6 Security

Network Management

Basic IPv6 Network Management . oo ]
Comparable IPv6 Network Managerr 9 Nl |

Full IPv6 Network Management Vendors - ]
Public Facing Domains

1 Publi€acing Domain IPv6 Enabled
35% Public Facing Domains IPv6 En
100% Public Facing Domains IPv6 E
Pilots

Mission Pilots

Cloud/Hosting Provider=

Web Vendors

In Progress: 8 Completed

Impacted
Vendors/Providers

Legend

Figure3. Timeline for 2012 Milestones
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The second timelisBown ifrigured describethe 2014 milestenBlote that the 2014 timeline
builds upon the 2012 milestone

Milestone

2 3 4 5 6 7 8
1 N N M MM < <

Sample Agency IPv6 Execution Tim¢Key Stakeholders S S SS S S5 3

2014 Enterprise Network Execution |(Externdl S @ s |9« S ] &

Network Connectivity

Core/Backbone Network I

Infrastructure Routers 25% Networx or Other Carri [

Infrastructure Routers 50% Routers Vendors ]

Infrastructure Routers 100% [

Addressing

Internal IPv6 Addresses Allocated I

DHCPv6 Enabled 25% ARIN

DHCPv6 Enabled 50% DCHPv6 Vendors

DHCPv6 Enabled 100%

Routing

Core/Backbone Network Routing

Infrastructure Routing 25% Networx or Other Carriers

Infrastructure Routing 50% Router Vendors

Infrastructure Routing 100%
Domain Name Services (DNS)

Internal DNS IPv6 Enables DNS Vendors N
Data Centers

DataCenter 1 IPv6 Enabled Networx or Other Carriershii R L
Data Center 2 IPv6 Enabled Router Vendors B
Data Center 3 IPv6 Enabled IT Vendors

Data Center 4 IPv6 Enabled Service Providers

Mail

Exchange IPv6 Enabled Mail Vendors

Internal Applications and Services

IPv6 Enabled Apps and Services 25¢ o

IPv6 Enabled Apps and Services 509@2?\'/222“&”0%32??5
IPv6 Enabled Apps and Services 75¢ IT Vendors

IPv6 Enabled Apps &wdvices 100%

End Device Transition

Internal Servers IPv6 Enabled 25%

Internal Servers IPv6 Enabled 50% \S}ﬁtrxzﬂfarl?og\s/ﬁrﬁgrs
Internal Servers IPv6 Enabled 75% IT Vendors

Internal Servers IF@abled 100%

User Computers IPv6 Enabled 25%

User Computers IPv6 Enabled 50% Laptop/Desktop and OS
User Computers IPv6 Enabled 75% Vendors

User Computers IPv6 Enabled 100%

PDA/Mobile Devices IPv6 Enabled 2

PDA/Mobile Devices IPv6 Enabled 5

PDA/Mobile Devices IPv6 Enabled 7

PDA/Mobile Devices IPv6 Enabled 1

PDA Vendors
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3 4 5 6 7 8
N N MO MM < <
Sample Agency IPv6 Execution TimgKey Stakeholders S SS S S 3
2014 Enterprise Network Execution |(Externdl @ || @ |d @ =
Mission Devices IPv6 Enabled 25% N
Mission Devices IFréabled 50% IT Vendors N
Mission Devices IPv6 Enabled 75% Device Vendors R
Mission Devices IPv6 Enabled 100% B
Pilots
Enclave Pilot Phase 1
Enclave Pilot Phase 2 IT Vendors

Enclave Pilot Phase 3

Legend Iy

1Y)
«Q

rogress: B Completed¥
Figured. Timeline for 2014 Milestones

3.4.2 Implementation Recommendations

The [ederal IPv6 Taskforce has provided the following guidance to assist agencies with their respect
IPv6 planning and implementation:

Septembe?011

A Aggressivelgsolved any problems identified

Integrated LessolLearned into Transition Plan

Finalized plan for DNS, re¥secsigning to include AAAA records

Identified additional pubhgices, including sub agencies

Planned for mail exchammeades

Publicized successes and builtueecol IPv6

Acquisitioifency procurement processes should have IPv6 requirements fully integrated into
the acquisition lifecycle and progesses.

December 2011

A Authoritative DNS servers should providettovesgBve

A Infrastructure components [SP, Load balangeet) should support IPv6

A Additional sitesid serviceshould be |Psehabled

A Complet8upport Staff, Operations and Security Staff training and experimentation
A Meet with vendors to enetitieal capabilities will be covered

March 2012

A Agencies should have a complete understandingruddBéieadiness arstippordfIPv6
and have a plan to upgrade/implement/replace components (Network, Systems, Software, etc.)
appropriatendnecessary to assure that industry partners are fully capable, complaint and ready
to provide implementation of IPv6 configuration within their networks and infrastructure.

A Continue progress on enabling public facing services
I Estimated 10% complete
A Upgrad®©perations and Management tools to-beviPe6

v v v B
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A Conductwareness artraining for Project Mana§gistems Engineers, Security Engineers,
and ChamgManagers as soon as possible

A IntegratIPv6 requirements into acquisition and COTS upgr@f@Tifamnsiuct upgrades
should & made to IPxaipable prodsainly

A Inclue IPv6 requirementpinposals for all new projects

A Track the IPv6 statusldahair COTS and GOTS pradlégsncies shouddgin their platform
assessmeat this timendshouldncaporate the results into a spreadsheet or database where
all the results are visible in one place. This should be a living document/record which reflects al
upgrades and changes to products so the sites can track their IPv6 readiness at any point in tir
It is importantémphasize that assessments and COTS/GOTS transition plans can (and should)
begin at this timmed domotnecessarilyaveto wait until the backbone isstack.

A Review Agencies transitiod pldorwardooking schedwdlould bereated that will bring
sites to the IPv6 capability by the target date. This may include proactively upgrading products 1
IPv6 capability even if there is no tech refresh cycle or engineering change driving the upgrade.

June 2012

A Continue toark withendoto identify and eliminate IPv6 bugs and workarounds
A Develop a testing and integration process for key fixes
A Continue progress on enabling public facing ¥éehicds$, MX)

T Estimated 50% complete

September 2012

OMB instructiongheEnterpris@rchitectur@&A), Capital Planning angebtment ContrGIRIJ,
acquisition and security community shouldhecfaliewinguidance:
A Public services should be 100% iRbEed
Start integrating milestones to successfully meds?ond
Ongaig monitoring will ensure focus is on operational status

Agencies should have fully integrated IPv6 activities, goals and milestones into the overall
governance and management processes to include:

T Enterprise Architectur?v6 should be fully integratedhie@gencie@Enterprise
Architecture includingcthre design artifacts (e.g., network diagrams and security
documentation), as well as the Infrastructure Reference Model and Sesultydeéfere

T Captal PlanningAgency capital planning presedsould include IPv6 in all reviews to
ensure that budgets and project plans include the appropriate IPv6 activities

T SecurityAll agency security processes and reviews should include IPv6

v v >

3.5 Agency Progress Tracking

NIST has establishedalsite tdrack the progress of agencies in meeting the 2012 OMB milesto
for public facing servidgeNIST Deploymevibnitor can be foundhéip://usgv6
deploymon.antd.nist.gowtdieneratgov The Deployment test suite can be found at the USGv6
testingNelsite vidnttp://www.antd.nist.gov/usgv6/
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3.6 SubWorking Groups

In transitioning to IPv6 there are a number of comntbatissdet® be addressbky all agencies

with networkitgst practicel addition, the IPv6 Task Force believes that despite the complexity and
anomalies associated saithagency networks and infrastructure there is some value add in sharing
best businessgetice amongédderal agencie€ko reduce time and effort in resolving these problems
and to improve cross agency information exchange, voluvidekin§ukroups wereugein three

general aread: Management, Outreaal Technical.

The Leads amdembers of the Working anejBulps are interestetbarning more abgaur

ageny Gssues and progress andadlieng anceady to assist yiodearning more about issues and
concerns you might have relative to IPv6 Transition and in hetignglsiowahbd transition to meet
OMB directives for FY 2012 and 2014.

3.6.1 IT Management S\borking Group

ThelT Management Sworking Group, subordinated tBybd-ederal Task Fpixeommitted to
providing support, advocacy and leadegsiviprtomdragenciesind their IPv6 Tistion Managers
during the transition and implementation of IPv6. Theoledbyisir. Donald Beaver (GSA) and
Mr. Luis F. Gonzalez (DHS).

The main goal of the IT ManagemeW@kim@sroups to assist Transition Maram

successfully assuring the implementation of IPv6 conmgliamacksimrabency infrastructure per

the OMB Federal Mandate. Th&\®uking group will be primarily a conduit of IPv6 information,
intervention and support to Agencies, provatifigating assistance in IPv6 Project Planning, IPv6
Procurement and AcquisiiodPv6 Vendor Integration.

To this endhé IT Management SMbrking Grpuwvill identify best practaseswl share lessons

learned frongancy experiencasd the prate sectawith IPv6 implementation. We further envision

our strategic rolealsocollaborate with other-Bidrking groupess appropriate and necessary

advocate the profound benefits of IPv6 adbptsuiworking group of the Task Force will b
convening-bnonthly meeting with agency transition managers to better facilitate and accomplish the
vision and mission set forth by, OMB

3.6.2 Outreach Sulvorking Group

The Federal IPv6 Task Force identified Outreach across government agendiestignalsvath

critical aspect of the Federal IPv6 transition. Mr. Steven Pirzchalski (VA) has been designated as the
Federal IPv6 Outreach Chair. The goals for the outreach program include facilitating collaboration at
communication between agenciestaimdimdustry, sharing information andaeduttentification

of training and other resources to assist in the transition process.

Some of the Federal outreach activities will include:

A Semiannual Federal IPv6 conferences
A Direct agency interactinddiscussion

A Resourcandsupport identification

A General intagency IPv6 training

3.6.3 Technical Sulivorking Group

Another critical aspect of the transition #féodissussiontethnical issues common to the
Agenas. A Technical SGboup cted by MrStewart Mitchell (DoL) and Meorshattanze
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(USPS), was organized laas a series of monthly roundtiablessions on technical topics of
interest to the Agencies in cooperation with-tA€ A&/6 Address Pliaig StHgroup céead ly
Mr. John lLee and MKennyD. Burroughs.

3.7 USGvV6 Activities
3.7.1 USGV6 Profile Process

OMB Memorandur®®22 also directed the NIST to develop the technical infrastructure (standards
and testing) necessary to supporsealdeadoption of IPv6 in tBe dpvernment response,

NIST developed a technical standards profile for USG acquisition of IPv6 hosts and routers, as well
specification for network protection devices. The Host and Router Profile inclod&sg tetvard

of Requests for Comments (Rpuldished by the IntérBagineering Task Force (IE¥ER),
encompassbasic IPv6 functionality, and sets specific requirements and key optional capabilities for
routing, security, multicasting, mobility, network management, and quality of service.

TheProtection Device Profile contains & 8t#blished set of capability requirements for IPv6 aware
firewalls and intrusion detection sy3ta@s®rofile, which can be found at
http://www.antésihgov/usqv6/profile.htmtlerwemixtensive vetting by both industry and the

Federal IT community. It lists the Federal technical requirements for secpesadnhel ne®vork
products into the global IPv6 marketplace.

3.7.2 USGvV6 Test Program

Followingublication of the USG IPv6 Standards Profile, an infrastructure to demonstrate IPv6 produc
compliance was established. NIST established a testing program basedacciSdtad @St

laboratories and standard reference tests to assure coanijosisc&outeesyd Network

Protection Devices.

NIST developed Special Publication (SF)35QBGv6 Test Methods: General Description and
Validation, whidhken together with the abstract test specifications published at the USGv6 testing
Welsite provides the essential material for acctedigieblish testing progrdinis. is pre

requisite to open public review of the test specifications, and Accreditation Bodies' establishing
assessment programs, leading to the creation of Test Léatrattivese to the ISO 17025

"Gener al Requirements for the Competence of T

Compliance is signaled by device vendors issuinga"Supdle c | ar at ibasedomf Conf
ISO 17050. Specific provisions of thisr8{WE that host and router products be tested for
conformance and interoperability, and network protection productstioraggsting

accredited laboratories.

The test program is in operationeoveaccredited laboratories are now atiopeand have been
testing products with USGv6 daipalfor conformance iatetoperabilifjhe latest information can
be found viattp://www.antd.nist.qov/usgv6/

3.8 DoD IPv6 Profile

AJune 200Blemoradum issued by theDAssistant Secretary of DeféefgeNetworks and

Information IntegratidoD Chief Information Offik®® NMDoDCID ent i t 1l ed A DoD 1| n
Version 6 (IPv6) Definifonsu pdat ed t he def i ndi tainodn folfP vii6l PGabp al
Net wor ks o i n tirftemded formuge e DedbwarksiPveCapablel Rradwscts shall be

able to interoperate with other IPv6 Capable Products on networks supportihg|&nly, I6v4, on
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bot h | Pvliadditmthesk frodécts aretomplyvith the IPv6 standards contained in the
DoDnformation TechnologySIT)andar ds Regi stry (DI SR) as el al
Profiles for 1 Pv6é Capabl e Pr oduublishedioJuly20es, f i r s
and it has been updated annually. The currenpofimidtpted version is Versipdaied July

2011, and available on the DISRonlimgtag://disronline.csd.disa.mil

The DoD IPv6 Profile provides guidance on applying DoD policy, DISR requirements, and IETF
requirements to clearly define the requirements for IPv6 Capable networking equipment for acquisiti
The DoD IPv6 Profile defines specific tailored stantksdisrmiafproduct classes

(Host/Workstation, Router, Layer 3 Switch, Network Appliance/Simple Server, Security Device, and
Advanced Server)idigntifying the standards (RFCs) that apply to prodetas T tteaDoD IPv6

Profile lists each standaccording to its level of requiteaseindicated below:

A MUST:The standard is required to be implemented in the product now; it is essential to IPv6
capability and interoperability.

A SHOULDThe standard is strongly recommended and should tie foijdementation,
unless there are particular circumstances justifying its omission.

A SHOULD+Similar to SHOULD; however the standard will likely advance to MUST in
the next version of the DoD IPv6 Profile or on a specific timeline identified in the tex

A Conditional Requiremenkrequirement at one of the above levels is only called for in particular
application or deployment.

DoD no longer supports standalone IPv6 product certification testing. For products identified in the C
Unified CapabilitRequirements (UCR) document, IPv6 requirements will be validated in conjunction
with the larger Interopera@aitiffication and Information Assurance testing that is conducted on the
product for listing on the UC Approved Products LT$tdABtHid IPv6 requirements for UC

products and/or functions are provided in section 5.3.5 of the UCR 2008, Change 3 document, and :
derived from the DoD IPv6 PrdigeUCR document and the UC APL are available on the following
link:http://www.disa.mil/ucco/

While the USG IPv6 Profile (developed by NIST) and the DoD IPv6 Profile started as independent
efforts, the current published versions reflect collaboration between the editarrabt@aenthto

two documents. Most of the differences between the earlier versions have been harmonized, and th
residual differences reflect specific mission requirements particular to target users of each documen
For example, the DoD Profile mandatesetbf the SuBeencryption algorithms [RFC 4869] based

on DoD policy; however, these algorithms are considered beyond current civilian requirements.

The editors of the twofiles agree that ttecuments need not be idertioalever, they must be
compatibléelhereforegommercial products certified to meet either are unlikely to have interoperability
issues with products certified to meet the other. The two editorial teams will continue te dialog and ci
review to maintain compatibility toufighre updates.

4. The Business Rationale for IPv6

Over the past several years, the robustness, scalability, and limited feathees detatbEed

by a consistently expanding need for new IP addresses. The surge of new devices and Internet
connetivity has continued to acceldresefordhe Internet Assigned Numbers Authority (IANA)
IPv4 address space is now exhausted.
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One of the drivers for establishing the 2012 milestone was the pending exhaustion of IPv4 address
space and the realty tloatsthere would be HBu6/ users on the Internet.iFbsnsidered a

continuity of operations issue for agencies tretiprevicdervices or work with external business
partners.

With IPv4 address space exhausted, IPvéisvitabias we comtue to move toward

ubiquitously connected society. Without the full deployment and support of IPv6, it is just a matter of
before networks become isolated and unable to communicate. The ability to integrate computers wit
everyday devigasich asnobile phones, handheld devatd@stisand home entainment, is no

| on g er itisa needWithiout this capéty wewill severely limit theve towas connected
societyhindering businesf§iciency. Federal Government personnel and information workers need
integrated, secure functionality that helpsahage their professional lives through the-use of

mail, instant messaging (IM), contact management, shared calendars, pmiaietegemshi.

Figureb provides a high level busHesssed summary of the advantages IPvéhids/é in
terms of features:

Easier Managemen IPv6 networks provide-aatdiguration Networks must be configured mant
of Networks capabilities. They are simpler, flatter and with Dynamic Host Configuration P
manageable, especially for large installati(DHCP)Pv4 has had many overlay
handle Internet growth, demanding
increased maintenance efforts.
Endto-end Direct addressing is possible due to vast Widespread use of Network Addre:
Connective Integrit space; the need for network address tran Translation (NAT) devices means t
devices is effectiveliyninated. This allows single NAT address can mask thou
network resources to have their own uniq of noroutable addresses, making ¢
IP addresses, paving the way for sectiwe  to-end integrity unachievable.
end, peetopeer networks. This will enable
people to access information and share
resources without going through a comple
of midle boxes that require IT manageme
Unconstrained 3.4 xX1038 = 340 trilliwilion trillion 4.29 x 109 = 4.2 billion addrédaes
Address Abundanc addressésabout 670 quadrillion addresse less than even a single IP address
square millimeter of the Earth's surface. person on the planet.

Platform for Given the numbers of addresses, scalabi IPv4 was designed as a transport ¢
Innovation, flexibility of IPv6, its potential for triggerin communications medium; thus, any
Colaboration, and innovation and assisting collaboration is on IPv4 has had to find ways arour
Transparency unbounded. increasing constraints.

Integrated IPv6 provides interoperability and mobility Relatively constrained network top:
Interoperability and capabilities that are already widely embecrestrict mobility and interoperability
Mobility network devices. capabilities in the IPv4 Internet.

Security is dependent on applicatic
IPv4 was ndesigned with security il
mind.

Improved Security
Features
Capabilities
Figureb. IPv6 vs. IPv4 Features

IPseds built into the IPv6 protocol and is |
with a suitable key infrastructure.

The transition to dhtes been gradual butdtep curvis startin@nd it is critical be prepareld.
isalsoimportant to noteowevethat the transition to IPv6 is more complex than previous advances
wehavemade regardimigternet technologyy( from dialip modems to alwaysDSL or from host
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files to the domain name system)s alithe more reason whyitkieal steptowad t he A Ne xt
Generation Interneto requi rteensuiesncoesesdi ate atten

5. Federal IPv6 TransitiorheoTo B® State

In 20050MB formally initiatedRederabrocess of transitioning to IPv6 with the release of
Memorandu@®22 which culminated in a successfuFseieoflvide IPv6 testa September

2010, the Federal CIO released a new IPv6 directive that establisbechpmtegch for agencies
transitioning to IP¥®is approach focusedierahgencies on mewtia shoterm goal of making
their external and pufalaing services IPv6 operational by the end of AY#@&&Pm goal was
established to make agency internal services IPv6 operational by the ehtlefd=y@als4vould
provide agencies with the operational infrastructure to build truberahist|Pr@-end

services in the future Watld takadvantage of advanced IPv6 capabilities and features.

One of the drivers for establishing the iB&i@nma was the pending exhaustion of IPv4 address

space and the realty that soon there woulddigyllegérs on the Interfibis was considered a

continuity of operations issue for agencies that provided citizen services or worked with external
bushess partner§he expected depletion of IPv4 addresses finally occurred in February of 2011 wher
the Internet Corporation for Assigned Names and Numbers (ICANN) made the last assignments of |
addresses to the Regional Internet Registries (RIR)

As agacies move forward with their IPv6 transition planning and imple menitstioateie

should b focus on making IPv6 operational to meet specific OMB targets or milestones and ensure
short/miterm IPv6 operational abNggncies shouldially focus on rolling out IPv6 operational
capabilities that are overlaid on the existing IPv4 infrastructure and provide comparable features anc
functionalityfhis is the most expedient approach and will be the easiest for agerioige&beadopt

an operational IPv6 capabilibyder to successfully reach the 2012 milestone and 2014 milestone
targetsHoweverhtsapproachlonewill not provide agencies with the robust IPv6 deployments that

will allow them to take advantage of many of theunesvaiied functionality of IPv6.

Agencies also needlévelop a deployment approach focused on leveraging the full capabilities and
features of IPv6. This could require significant changes in the underlying physical infrastructure, as v
as a potentiglsignificant redesign of the enterprise network and of many of the policies and standard
operating proceduragencies should incorporate IPv6 as part of their technology refresh and make it
part of their longer term IT strategy.

From a longégrm pepectivea g e nsbopuld evaluate how IPv6 can be rolled-iatodnodg

term modernization activities and strategies, ensuring requirements are being included in existing
acquisition and development efforts, particularly for those efforts thpérailidrefor extended

periods of time.

5.1 The 2012To B® State

The ZOBB2 sfi ate i s focused oacommunicatngth qutgideagenci e ¢
entities utilizing IPWAth the exhaustion of IPv4 addresses that has occurred amdrijeajont
deployment of broadband services, including those being spurred by the national broadband initiativ
andthe accelerated deployment of mobile 4Gfieseh\Wéies, it is clear that IPv6 only users will soon

be a reality within thé& Federhagencies will need to ensure their ability to continually communicate
with these usersn@intaiproper continuitysefvices and their overall midsssentially, all-1P

based communications that occur with entities outsidg ef the y 6 sneteonktsteouldpbe i s e
availableperationiglover IPv6.
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The foll owi n dederad Govarnmens Addption af Internet Prétocol Version 6 (IPv6)
Frequently Asked QuestiondJpdat ed: November 4 ofth26etvitespr ovi d
included for the 2012 milestone.

How do you define what is a USG provi

The intent of the FY 2012 requirement is to ensure that any and all networked servic
provide to ¢éhgeneral public over the Internet are seamlessly accessible via both .IPv6
That is, a service that is both accessible external to the agency (i.e., over the Interne
accessible to general public users.

Internal services (i.e., accessilylevihin an agency enterprise enatjrand external servic
that are only accessible to sites/users employing virtual private network (VPN) techn
closed user groups (e.g., requiring-afbant establishment of a login accoumb) arescope
of the FY 2012 requirement.

In summary, if there is a USG provided network service that is currently available to ¢
public Internet, that service must be available to a user who only has IPv6 capabilitie

What sites, domaisd services are in scope?

Typical examples of public external facing services that are within the scope of the m
include external web (HTTP), email (STMP) and domain name system (DNS) service
scope extends to any and all such pwmalies provided or contracted by an USG Blgisncy
includes USG network services both named under the .gov top level domain (TLD), &
TLDs, and includes services that are entirely outsourced to commercial providers

Agencies will need to take an inventory of the services they use to communicatditieth outside
Theyshould utilize multiple methaatscertainindgpeseservicesuch as active router and switch
configuration audits and Quality Assurandeisatdsrecommended that agendidizgepacket
capture, protoaialysis and network analypetsdirectly attached to ingress and egress torcuits
ensure thdyave fully accounted for all services leaving or enteniey pnisaBy the end of

FY2012, agencies will need to provide IPv6 operational capabilities for services such as:

A E-mail SMTP) A FTP
A Web(Including SSL services) A Other
A DNS

I n addition to servi ceetaprissoutsoarced seryices thatinteractv i ng t
outside the agency should be included in the overall 20Ehglarchitgctyrguch as:

A Cloud Services A DNS

A Web A E-mail (may include more than SMTP)
In order for the services to be operational over IPv6, agencies will need to ensure the supporting
infrastructumperations are in place and fully funictidhed are also available and functional for
IPv6 Examples of these infrastructure services include:

A ISP services

A Addressing and routing
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A Security services
A Network management services

The nominal 20> Béarchitecture will be focused on deployimg dRabstack configuratioer
the existing VRinfrastructur@/hile there may be some difference, the majority of the capabilities,
policiesand standard operational procedures will be very similar

5.2 The20140To B® State

The 2014 ATo Bendurirgfte interaaegmend ff o ¢ b € endergriseni<IPv6 s
operationand able to IPw&ffic from public/external locafisragencies move toward the 2014
fTfo Béstate, their plans shdaltlis on ensuring all internal denetesyrksservicesand
applications theate required for tirgeof public/externBlbased communicatians IPv6
operationar his will impagtsignificant number of devéggdicatiaand infrastructuneeach

a g e neatgririsaetwork

How do you define what USG applicatid

The intent of the 2014 requirement is to ensure that paridicléevtetwork services that ¢
provided external to an agiesre accessible to USG users residing in their agency entse
networksThe defi niti ons of wh alhatis, g thismeasenthe sdn
service that an USG client/application is trying to access, is available ttheviertgonetor
The agency clients applications, host operating systems, and supporting networking
should be IPxehabled such that it is possible to establish nativettRulestdnmunication
between client application and the extemaldBled public server/service.

Typical examples of client applications that access public Internet servers/services it
web (browsers), email (mail user agents), DNS (resolvers), and their host operating
Messaging and social map@ications that access publicly available network servers &
within scope.

In summary, if there is an-éPabled external network service that is currently available
users of the public Internet, that service must be available tonatwagensgr who only h
IPv6 capabilitig3f course, this requirement does not override agency policies that mig
employee access to such serBoe# such a service is permissible to access using IPv
be possible to access #mae service using IPV6.

The foll owi n dederad Gowarnmens Adbption of Internet Prétocol Version 6 (IPv6)
Frequently Asked QuestiondJp d at e d: N o v e mb darificatign of2h@ gefivicegsr ov i d
included for the 2014 milestone.

As with the 20fikb Beéstate, the nominal approach will belty dlev6 over the existing IP
infrastructur&his will limit the nienm deployment value of IPv6, but will allow agencies to achieve
an aggressive 2014 deployment date and make IPv6 operationahdéenossehe

In developing the approach to theix Béstate, agencies should priotfiteielPv6 deployments

across thenterpristo turrup IPv6 in manageable waves as opposed to attemgabunea all
cutoverAgencies with largeterprisd e pl oy ment s wi l |l find that foc
methodology provides a logical procéssEitioning theterpristhat starts with the core
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WAN/Backbone infrastru¢tbhes should already have been enabled andnelsteeh works to
sites and finally to LAN segments

5.3 Beyond the 2014 State

Although the latest memorandum from QidBgditheyond publicly available services, it is clear that
agencies need to consider at the very least mission critical external services that could be impacted
IPvBonly users appear on the Intéframples of these could include teleworksentioes that

require login or other external business partners that utilize secure communications lwith agencies
the next 1824 months as IPe6ly users appear agencies may lose the ability for telework, or
Internebased healthcare servicesvariaty of other Intedp@ted services necessary to meet its
agencyo6s core mission, reduce cost, deploy cl

I n addition, other next steps -Bie tsheatFeddrsaltt
deplyment of secure, éoneénd, IPv@nabled network services which support Federal Agency Core
Missions and applications from the core to the server center and to desktop and mobile platforms. T
will be accomplished by upgrading, piloting and ladinelpngdemstion subnets with IPv6

applications and desktop/mobile services. The Internet Protocol upgrade is a core technology that ir
be addressed in programs of record when purchasing solutions such as unified communications,
workgroup collaboratiatst@Vebapplications and other-eser applications.

Figure6 provides highvel examples of IPv6 features and capability enhancements that could be
deployed, by Line of Business (LoB), throughout the Federal community:

ObjectiveARequirements IPv6 Feature and Capability Enhanceme

Land UséVlapping, A Resource tracking afidcation via A Adhoc routing via neighbor discovery
andAgriculture _ sensonetworks A Address taggingth lovorder 64it identifiers
A Land boundary abdrder marking \ A Extension headers (locdtased services)

tagswith IP addresses A Unified Communications
A Mobile Applications Access
A Teleworking/Distributed Workforce
A Sensor Networks
Science, Green A Improved utilizatiomxitting A Satellite communications
Science, anWeather infrastructure A Adhoc routing via neighbor discovery
A Sensor networking A Extension headers (locdtamed services)
A Unified Communications
A Mobile Applications Access
A Teleworking/Distributed Workforce
A Sensor Networks
Commerc®anking, A Endtoend network security A IPseauthentication and encryption
and Finance authentication and encryption A Extension headers (financial attributes)
A Unified Communications
Information Science A Streamlined data flows and reduc A Flow labels for priority data flows
and IT Optimization _ networking complexity A Optimized hierarchical addressing and rot
A Improved eAdend multimedia anc A Extension headers (variable)
converged A Unified Communications
A communications A Telewtking/Distributed Workforce

A Virtual services and-pkesence
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ObjectivefiRequirements IPv6 Feature and Capability Enhanceme

Justice and Law A

Enforcement i
A

Privacy, Protection, A
and Security )

A
Homeland Protectiol A
and First Response A

A

Defense, Intelligenct A
andMilitary Operatio A

Asset deployment identification a A
tracking A
Reaftime, adhoc, interoperable A
communications A
A
A
Mandatory, etolend authenticatio A
and encryption A
Nonattributabladdresses A
Secure communications A
Mobile, adoc communications for A
responders A
Total force and asset integration

>

A
A
A
A
A

Secure, mobile communications A
Mobile, aHoc communications for A

warfighters A

A Asset integration amsightful A

logistics A

A Militaryraining/Missioghearsal A

A

A

A

A

A

Transportation A Transport and container tracking A
Optimization, Shippi = sensor networks A
and Tracking A Live traffic reporting and A
communications A

A

A

A

A

Education, Learning A Improved erdend multimedia anc A
Knowledge ) convergedommunicatis A
Management, and A Virtual services andfmtesence A
Library Science 2
Health and Biomedic A Telepresence A
Science A Telescience (retime) A
A Records management and securi A

> >

Address tagging withdoser 64it identifiers
Mobile, atloc routing via neighbor discovel
Unifie@ommunications

Mobile Applications Access
Teleworking/Distributed Workforce

Asset Tracking/ITV

IPsecuthentication and encryption
Extensivedalress pool

Unified Communications
IPsecauthentication and encryption
Mobile, atloc routing via neighdiscovery
Address tagging withdosler 64it identifiers
Unified Communications

Mobile Applications Access
Teleworking/Distributed Workforce
Sensor Networks

Transportation Automation (Wireless Acce
Vehicle Environments)
IPsecauthentication and encryption
Mobile, atloc routing via neighbor discovel
Address tagging withdosler 64bit identifiers
Extension headers (specialize, private use
Unified Communications

Mobile Applications Access
Teleworking/Distributed Workforce

Asset Tracking/ITV

RFID

Sensor Networks

Transportation Automation (WirelesssAn
Vehicle Environments)

Adhoc routing via neighbor discovery
Address tagging withdosler 64bitidentifiers
Unified Communications

Mobile Applications Access
Teleworking/Distributed Workforce

Asset Tracking/ITV

RFID

Sensor Networks

Flow labels for priority data flows

Source routing for more efficient transport
Unified Communications
Teleworking/Distributed Workforce
Mobile Applications Access

Flow labels for priority data flows
Extension headers (attribution characteris
IPseauthentication and encryption
Unified Communications

Mobile Applications Access
Teleworking/Distributed \Gtaekf
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ObjectivefRequirements IPv6 Feature and Capability Enhanceme

Constituent Services A Tracking via sensor networks A Adhoc routing via neighbor discovery
(Delivery and Tracki A Package locations services A Address tagging withdoser 64it identifiers
A Extension headers (Locdttamed services)
A Sensor Networks
A Asset Tracking/ITV

Figure6. IPv6 Capability Examples by LoB
6. Leveraging Enterprise Architecture

The purpose of this section is to describe how ta gse themtgrprise Architecture (EA) and the
IT Infrastructure Segment Architecture as strategic planning and sxtea@raldadfective IPv6
deployment. Theg e n ¢ shéutd becused to:

Assessl shel IV and | Pve environments

v

uwon the agencyods business needs

>\

environments

A Identify where tves in IPv@&nabled network services (as defined in yo&wAr irgemigh the
CPIC process

Envision y®8en a®fPewdcpdati@Todef-enmblethagednet wor k

Devel op an I Pvée Transition -BspatBegyfiPoeb6add

A Monitor |1 Pve6 deployment progress Transitoror di ng

Strategy Plan.
This concept of operations and the relationskeip Bétaed CPIC is illustratBayure7:

1. Architect

= Define future vision

= Align IT to strategic goals/business
objectives

= Define IT security infrastructure

= Transition Planning

Driver: )
Agency Mission/ | Enterprise
Strategic Goals Architecture

Results

= Mobility

= Efficient Routing

= Reduced

| Management

= Increased Address
Space

= Security

= Increased Quality of
Service (QoS)

Project
Management

2. Invest 3. Implement
= Develop IPv6 = Implement IPv6 Network
Business Case Services to Support Core
Mission Areas

IPv6_003
Figure?. IPv6 Transition Concept of Operations
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EA Governance and Managem@oternance is the mechanism by which EA planning decisions are
realized and enforced within each aggengies should be prepared to provide OMB with
governance charters, agendas, and other documentation to demonstrate that:

A The agency body respomsislEA governance is aware of the requirement for IPv6 transition
and the specific role IPv6 plays withghehe@ y 6 s t ar get ar chi tectur e

A The agency body charged with implementing IPv6 is coordinating its activities with the EA
governing body, and gesto either EA or IPv6 implementation policies are effectively
communicated to each group.

The EA provides agency managers with the ability to observe the current state of the IPv6 transition
within the agency and its impact on other strategic tegamsy ini

6.1 Using the IT Infrastructure Segment Architecture

OMB requisagencies to incorporate IPv6 modernization activitieswetaliiesi as well as the
specifi¢T Infrastructure Segment Architémtliry6

The target architecture shoudgttr@bt only the impact on agency networking components, but also
the impact of IPv6 on other architectural views such as Business, Strategy apDdarformance
Service Componghgchnologwand Security and Privacy. Agencies should integrat tuegjetP
visions into the following layers of thewirdnment, as appropriate:

A Business ArchitecturdRefers to capabilities or tasks that enable the achiagemeyptoission
objectives. Core business functions will be supported or elihéerebled services. As a
reference point, consider earlier the introduction of telephones and the Internet as examples of
infrastructwenabled business fundtamsformations.

A Application Architectur®efers to components/applications thatlemhbkriess needs and
services defined in the Business Architecture.

T Application development and certification processes must ensure that IPv6 is supported

T Development environments, senécted architecture (SOA), and Web services, should be
updatedb include IPv6

A Technology ArchitecterrRefers to assets that support IT services and communications. IPv6
migration goes beyond network backbone upgrades to:

T Basic haming services, such as DNS and DHCP
I Common shared infrastructure services, lecipmast, database, and Web services
T Individual computing units.

A Security and PrivacyMay be represented as a eragiing concern rather than a separate
view of the target architecture. IPv6 deployment within the network backbone may have a
substantial impact on the target security architecture, including:

T Changes to network security standards and configuration as a result etbttedPv6 end
security model

T Changes to IT security policy
T Privacy considerations
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Figure8. Role of IT Infrastructure Optimization

Figure8depicts the critical underlying role that IT Infrastructure optimization andeslptay initiati
in improving agency and program performance to provide better services to end customers, as well
the impact that IPv6 has in realizing these benefits.

6.1.1 Developing &haredApproach tolnfrastructure

Services
OMB Memorandum2Blas issed August 8, 2011 and At DOT, IPv6 can provide the
directed agencies to take a dism®ice approach to infrastructure for services develd

deliveringommodity IT, includinge infrastructftanctions | with the Intelligent Transportatio
This approach emphasizes delivering infrastructure ca| Systems (ITS), the Vehicle

as a 0 s eentieiageaopther thaasindivedual Infrastructure Integration Project
component&ne can think of thssa collection of function| and the Next Generation Air
capabilities, including technology, standards, and collg Transportation System
processeshat enable safe and efficient collaboration th (Next Gen).

the development and deployment of sharedrgpérati
services. A key aspechisfapproadh providing IT
Infrastructure services via a pool of restebesriers, applicateervers, database servers,
servers, storage instances) inefehtbugh discrete instantiesconcepalso has arbader usage
thatincludes all configurable infrastructure resources such asstoragetand networking
hardware and software to support the running obragplicati

IPv6 provides significant advantages in the depleyraet Of infrastructseevices, including
A Massive scaling potential
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